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LIST ORABBREVIATIONS

Abbreviations referring to federal institutions of Switzerland aised asdefined by the

Federal Chancellery on its website

CAS Certificate of Advanced Studies

CCDJP Conference of Cantonal Directors of Justice and Police
CCPC Conference of Cantonal Police Commanders

CERT Computer Emergency Response Team

Cl Critical Infrastructure

CIP Critical Infrastructurd®rotection

CMM Cybersecurity Capacity Maturity Model for Nations

CPS Conference of Prosecutors 8witzerland (cantonal and federal)
DDPS Federal Department of Defence, Civil Protection and Sport
EFTA European Free Trade Association

EPFL Federal Institute of Technology in Lausanne

ETHzurich Federal Institute of Technology inr&h

FCAB Federal Consumer Affairs Bureau

FDFA Federal Department of Foreign Affairs

FDPIC Federal Data Protection and Information Commissioner
fedpol Federal Office of Police

FINMA Swiss Financial Market Supervisory Authority

FIS Federallintelligence Service

FITSU Federal IT Steering Unit

FOCP Federal Office for Civil Protection

FONES Federal Office for National Economic Supply

FSO Federal Statistical Office

GCSsCC Global CybeBSecurity Capacity Centre

GDPR General Datdrotection Regulation of the EU

GovCERT.ch CERT of the Swiss Government

EU European Union

HPi project for the harmonisation of police information systems
ICT Information and Communication Technology

IP Intellectual Property

1 https://www.bk.admin.ch/dam/bk/fr/dokumente/sprachdienste/Sprachdienst fr/amtliche abkuerz
ungen.pdf.download.pdf/abreviations officiellesdelaconfederation Jadtessed 30anuary2020].
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ISO

ISP

IT
MELANI
milCERT
MP

NCS

NCSC

NCS StC
NEDIK
NGO
NIST
OECD
OFCOM
OTS
OWASP
PSC
SATW
SCADA
SKi
SKMR
SME
SSLTLS
StC
SVR

UN

vC
WEMF

InternationalOrganizatiorfor Standardization

Internet Service Provider

Information Technology

Reporting and Analysis Centre for Information Assurance

Swiss Armed Forces CERT

Member of Parliament

National strategy fothe protection of Switzerland against cyber risks

(this refers to the second version of the NCS for 2@022, unless outlined
otherwise)

The National Cyber Security Centre

(also referred to as Cyber Security Competence Centre before its
establishmat)

NCS3eering Committee

network for investigation support in digital crime
non-governmental organisation

National Institute of Standards and Technoldgyited States of America)
Organisation for Econom{Ccoperation and Development
Federal Office of Communications

Ordinance on Telecommunication Services

The Open Source Foundation for Application Security Project
Swiss Crime Prevention (inteantonal specialist office @CDJP)
Swiss Academy of Technical Sciences

Supervisory Control and Data Acquisition

see CIP

Swiss Centre of Expertise in Human Rights

Small or Medium Enterprise {250 employees)

Secure Sockdtayer/Transport Layer Security

See NCS StC

Swiss Association of Judges

United Nations

Venture Capital

Advertisement and Media Research Society
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EXECUTIVE SUMMARY

The Global Cybe®sS OdzNRA G & / LI OA & [/ SyidNB oD/ {/ /X 2N WiK}?
maturity of cybersecurity capacity iBwitzerlandat the invitation ofthe Swiss Federal

Department of Foreign Affailend the Swiss Federal Department of Finarfdeobjective of

this review was to enabl8witzerlando gain an understanding of its cybersecurity capacity

in orderto strategically prioritise investment in cybersecurigpabilities

Over the periodl9¢22 November 2012he following stakeholders partmated in roundtable
consultations: academia, criminal justice, law enforcement, information technology officers
and representatives from public sector entities, critical infnasture owners,federal and
local crisis managergolicy makersjnformation technology officers from thgovernment

and theprivate sector (including finamal institutions), telecommunications companjgise
banking sectoas well as international partnerBue to the continuous structural evolvement

of cybersecurityrelated entities within the federal administration and beyond, however, no
single date for timeliness of data can be providedthis report The data reflected in this
report has been collected from November 2019 to May 2020.

The consultag y & (221 LI I OS dzaAy3a GKS / SyiGdNBoRad / &0SNE
Nations(CMM), which defines fivdimensionof cybersecurity capacity:

1 Cybersecurity Policy and Strategy

Cyber Culture and Society

Cybersecurity Education, Training and Skills
Leal and Regulatory Frameworks
Standards, Organisations and Technologies

= =4 -4 4

Each dimension comprisdactors which describe what it means to possess cybersecurity
capacity. Factors consist aépectsand for each aspect there amdicators which describe
steps and actions that, once observed, define the state of maturity of that aspect. There are
five stages of maturity, ranging from tretart-up stage to thedynamicstage. The staftip
stage implies arad-hoc approach to capacity, whereas the dynamic stagpresents a
strategic approach and the ability to adapt dynamically or to change in response to
environmental considerations. For more details on the definitions, please consult the CMM
document?

Figure 1 provides an overall representation of theergecurity capacity iswitzerlandand

illustrates the maturity estimates in each dimension. Each dimension represents one fifth of

the graphic, with the five stages of maturity for each factor extending outwards from the
OSYiNB 2F (KEAIENDIXASIGIWAAIl WKS OSYyiINB 2F GKS 13
at the perimeter.

2 Cybersecurity Capacity Maturity Model for Nations (CMM), Revised Editioassed 25 February
https:/www.sbs.ox.ac.uk/cybersecurisapacity/content/cmmrevisededition.
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Figurel: Overall representation of the cybersecurity capacitgviitzerland

Cybersecurity Policy and Strategy

The firstNationala G NI 6§ S3& F2NJ { 6AGT SNI F yRQa LBRBASOGAZY
was adopted by the Federal Council in June 2012. ANE®#018;2022wasadopted by the
Federal Councih April 2018’ It addresses new threat developmeraadextends its scope to
incorporate broaér 0 KNB I Ga (2
{ 6 AG1T Stordign golc@ale in the international response to cybersecurifjhe measures
identified cover awide range of activities including capacity buildingresilience, incident

8 Federal IT Steering Unit (FITSU), National Strategy for the Protection of Switzerland Against Cyber Risks, April
2018.
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response and crisis management, critical infrastructure protection, regulation, public
awareness, cybercrime, national defence and international engagement.

An implementation fan for the second NCS, outlining detailed measuassigned projects,
and milestoneswasadopted by the Federal Counail May 2019 This implementation plan
received widespread support stakeholder discussion3here wereconcernsraised about

the amount of time that it is taking to allocate resources to the various projects within the
plan. The implementation plan alsalescribesthe federal governance structure for
cybersecurity.

{ 6AG1T SNdrly ywadidg and incident response eganisation, MELANI, is being
incorporated intothe National Cyber Security CentidGS{at its creationin January 202 It
ensures voluntary and mandatory incident reporting grdvideschannels for information
exchange The informal networks within Steerland and the willingness of companies te co
operateprovideNCSQ@vith a good overviewf cybersecurityHowever, some gaps have been
identified: mandatoryincidentreportingfor Critical Infrastructur€C) needs to be addressed
further and restrictions apply foinformation exchange withaw enforcement actors
Nevertheless, stakeholders were confident that in times of crasiy, relevantinformation
sharing could be achieved within the bounds of existing lbgahdaries

Critical infastructure protection has been deepened and expanded in the second NCS.
Individual Cl operators are responsible for assessing and improving their resilience based on
the CIProtection Guidelines (Leitfade8K) develogd bythe Federal Office aTivil Protection
(FOCPR The federal sector regulatpentities evaluatethe sufficiency of existing provisions

and decide onadditional measuresincludingminimum Information and Communication
TechnologyICT resilience tandards.Consideratiorshould ke given to whether a mandatory
regime is required foreportingvulnerabilities taNCS@nd/or their relevant sector regulator.

We further recommendo ensure that the NCS St@ve sufficient visibility of progress across

Cl sectors so that they can advise the Federal Conimgibssiblegaps in overall assurance.

Switzerland initiated a neiwe-year cycle of major national crisis exercises in 20hswas
of particular vale in testing the interfaces between ttiederalgovernment and thecantons,
and in alerting all participating entitiesf their vulnerability to cyberelated events.It
identified that the national network was not fully resilient to cyberthreats. The Fade
Parliament has approved funding for a negcure communicationetwork that is resilient to
physical, cyber and powesupply threat$to federal authorities, cantons and CI.

Thelatest 019 exercise included a cybspacecomponent It is planned tanclude a cyber
element in all future exercises.

Cyber has been allocatdgiority status in the Federal Defence budget. Major initiatives
include capability enhancement, integration of cyber into operational doctrine, staffing,
training, and enhanced supply chain security.

The Federal Intelligence Service (FIS) is mandaterbtade strategic threat intelligencé&or
the military, it is important to keepthe resultingoverall resource allocation, including for

4 https://www.swissinfo.ch/eng/disastepreparedness parliamerdpprovessecurenationatdata-network-for-
emergencies/4521651fccessed 30anuary2020].
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subsidiary assistance requirementsider review in order to ensure that it remains sufficient
to meet the scale and iare of thecyberdefence requirement.

Cybesecurity Culture and Society

At the federal level, théederal IT Steering Unit (FITSU) acts as an entity providing standards
and regulations for governmental institutions. Discussions with government stakekolde
have underlined the assumption that a high level of awareness and implementation of
appropriate cybersecurity measures is present across all federal departments and institutions.
NCSGs responsible for cordinating and facilitating projects thdtappen in ceordination

with external entities, which supportthe development of a strategic mirget within the
federal administration and beyond.

The awareness levahd mindset in large organisations and&é foundto be on ahighlevel
but they mg be more varied irsmall to medium enterpriseSME) a high number of SMEs
do not consider themselves to be a primary target for attack&esulting governmental and
sectoral awarenesiitiativesneed to yet reachheir goal of broad awareness amoSyIEs.

With regard to trust and confidence on the Internete have drawnfrom all information

available to usincludingpublicly availablstudiessuchad. / ¢ 4 6 A (14 MR & yRQEOdzNR G &
0 KS L y.iTBeNgfuBylishowsisk awareness amongsersis growing, while current

practices with respect to seffrotection (e.g. password security or identifyingralicious

emails and websitedequire further enhancement.

Internet Service ProvidersSP}¥ provide information on best practices on the Inet’ to

their users. Tese should be promoted more actively and creatively to achieve widespread
outreach and impact. For examplexistinguser consent policies should be promoted and
explained even more broadgnd we note that relatedegislationis undergoing updates in
2NRSNJ 2 0SS 02 YLlIGede@lf Mata Brbtécion Regufatio®OPR &
government services are developatthe federal levewhile adoption variesat the cantonal

and communalevel.User awareness of availaldervicedeaves room for improvemenaver

40 percentof users indicatgroblemswith finding e-government serviceBusinessefave
reported complicated access to serviasltediousregistration procedures.

E-commerce services in Switzerland are prodideoadly by large businesses, such as banks
and insurance firmsywith what are considered to be wodi@adingpayment systems. The
number of peopleusinge-commerce hasisenconsistentlyin recentyears.The adoptionof
e-commerce services acroai business sectorsould be improvedSudiesindicate’ that e-
commerce users experience vdey problems, which contributes to a high levelusfertrust

in eecommerce service§henumber of cybersecurityelatedincidentsis relatively low.

The FederaData Protection and Information Commissioner (FDPIC) supervises and advises
private and public entities ordata protection and privagyand publishes reports about its
findings.Businessesave to comply withstandards according tdata protectionlaws and

their compliance isnonitored bythe FDPICThepersonal data protectiomind-set of users

5 https://ictswitzerland.ch/en/publications/studies/cyberrisika-swisssmes/[accessed 30anuary2020].
6 https://ictswitzerland.ch/en/publications/studies/securitgn-the-internet/ [accessed 30anuary2020].
7 https://www.swisscom.ch/&/about/unternehmen/portraet/netz/sicherheit.ntm[accessed 30anuary2020].

8 https://www.bfs.admin.ch/bfs/de/home/statistiken/kataloge
datenbanken/publikationen.assetdetail.6226863.hffatcessed 30anuary2020].
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and institutions andtheir best practicesshouldbe advertisedmore clearlyby the FDPIC and
NCSCConstantpublic debate or{online)dataprotection, andactivities ofnon-governmental
organisation NGO$ and civitsociety actorsaddress personal information protection and
increasepublic awareness.

MELANI provideswluntaryreporting mechanism for cybersecurity incidefitss mentioned
above Casesof cybercrimecan be raisedor prosecutionwith cantonal andsometimes
federal police. However, the reporting mechanisansscattered and we have the impression
that usersmight encounter difficultieswhen tryingto find the correct entityto which they
should report incidents.

We have found examples afybersecuritymedia coveragein newspapers, online news
portals, and the national broadcasting compaay2 a (1 Y S ¢ & LJtes it BomentS 6 a A
functions below the articles, which asdsoused very frequently foarticleson cybersecurity

and werecognise this comment function as evidence of sewiatlia activity We have found

only a limited amount of news coverage on cybersecupitgtection measures and best
practicesand we encouragefurther incentivisation We have been unable to locate any
substantial evidencefaliscussionsaking placeon social mediglatformssuch as Facebook

and so consider them to bdimited. A study aimed specifically at analysing the coverage of
cybersecurity incidents and best practices in {8ecial)media could k useful for future
assessments.

Cybersecurity Education, Training and Skills

A good cybersecurity culture religgavilyon an appropriate mineget to influence dza S N& Q
thinking and behaviourA variety of awarenessaising campaigns from public and private
entities are alreadyavailable We suggesthat they should be betterco-ordinated, cross
referencal andadvertised more broadlyin order to address a wide range of demographics.
We note Measure 29 of the NCS irapientation planmight improve this bycreatinga single
online portal.We suggest that metrics shouddlow measurenent ofthe effectiveness ofiny
availableawarenesgaising programmedg-urthermore awarenessaising for executiveand
boards should be specifically addresssidce eecutives of SMEs are generally aware of
cybersecurity problems$ but often do not consider themto be a strategic concern.
Cybersecurity should also beldressed byrade organisations across all sectors

Primary and secondasgchool education is harmonisedthin the language region®\ module
dedicated toMedia and Computers part of Lehrplan 21in the Germarspeaking paraind
includes cybersecurity basjosith similar initiatives existing fdhe other language regions
Corresponding courses for teachers are providddpedagogical universitieswith one
pedagogical universityfferinga certification'?

With regard to the provision and uptake of cybersecurity professional training, we have found
certifications and vocational training for cybersecurity exp@stse on agood leve]including

9 https://www.melani.admin.ch/melani/de/home/meldeformular/formular0.htnjeccessed 30anuary2020].
10 https://ictswitzerland.ch/en/publications/studies/cyberrisika-swisssmes/[accessed 30anuary2020].

11 https://v-fe.lehrplan.ch/index.php?code=b|10|0&la=ydaccessed 30anuary2020].

12 https://www.phlu.ch/weiterbildung/studiengaengeas-medienund-informatik-fuer-lehrpersonen.html
[accessed 30anuary2020].
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training for members of managemefit'* Metricsassesig the effectiveness of this training
areplannedbut have not yet contributed to our assessment.

Severalniversity degrees specific to cybersecudggstand we have also founo/bersecurity
courses aimed at a nespecialist audienceComputer science degreesften include IT
security asa component of other topics (e.g. computer networksjost technicaldegree
programmes could benefit from a dedicated IT security lecture andules covering non
technicaland interdisciplinary aspects of cybersecurityterms of cybersecurity research, we
note that a technologyfocused cybedefence campusvasestablished in 2019 Apart from
defence research in cybersecurity, we have oalbynfl a limited number of national initiatives
or support for specific cybersecurity research. We would recommend that the instruments of
the Swiss National Furmbuld be used in order to incentivise cybersecurity reseavihile
punctual initiatives forcybersecurityrelated research within subject disciplines exist, we
encourage a broader interdisciplinary focus of reseandtiativesthat interconnect projects
from different academidlisciplines.

Legal and Regulatory Frameworks

Switzerland refersnost cases of crime in cyberspace to conventional legal mechaaisths
followsa strategy of only introducing new legislatiamere cybercrime cannot be addressed
by means of conventional legislation.

ICT security is to a large extent implicitly covetgd existing frameworksA law for
information security in the Swiss federal administration is currently being discussed in
parliament'® Responsibilities of businesses with regard to ICT security are often covered by
means of conventional information protgan law or obligational law. We have found that for
information infrastructures, theTelecommunications Agirovides the legal basis fdahe
Federal Office of Communicatiof®FCON to define security requirements folSPsor
information infrastructure'’ Legislationrequires telecommunications service providers,
which include ISPs, to inform their customers of the risks involved in using their services with
regard to interception and intervention by unauthorised third parties and reqttines to

offer or indicate appropriate means of elimination of these risks. We are unsure whether ICT
legislation is sufficient with regard the requirements foSMEsas outlined in the main body

We have found evidence for continuous harmonisation of Iégaheworks initiatives and

{ 6 AG1T S particigao dn international and regional cybersecurity -aueration
agreements in theDigital Switzerland Action Plassued by OFCOMand discussions with
stakeholders confirm these findings are in place adkingwell.

Conventionallaw on human rightsalso applies to the Internet. Aa Council of Europe
member, Switzerland implemest largenumberof its conventions and protocols, including

13 https://www.zhaw.ch/de/sml/weiterbildung/detail/kurs/casybersecurity/ [accessed 30anuary2020].

14 https://www.fhnw.ch/de/weiterbildung/wirtschaft/cascybersecurityund-information-riskmanagement
[accessed 30anuary2020].

15 https://www.ar.admin.ch/de/armasuissevissenschafund-technologiew-t/cyber-defence campus.html
[accessed 30anuary2020].

16 https://www.vbs.admin.ch/de/themen/informationssicherheit/informationssietheitsgesetz.htmjaccessed
30January2020].

17 https://www.admin.ch/opc/en/classifieecompilation/19970160/index.htmllaccessed 30anuary2020].

18 https://strateqgy.digitaldialog.swiss/en/actionplan?action_ifkccessed 30anuary2020].
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the Budapest Conventigor Convention 108on the protection of grsonal dataTwo smaller
changes to Swiss law have been implemented in order to ratify the convefition

The current data protection legislation is being updated in order to ensure compatibility with
GDPR and further European law. Nevertheless, the current data protection legislation already
provides a high level of protection. With regard to child protectithe conservative approach

of Swiss legislation functions asufficient basis to also ensure online protection. We consider
the consumer protection legislation in place to be functional and adequate for online
consumer protection. Swiss intellectual perty legislation has been updated recently in
order to incorporate the challenges of cyberspace.

Switzerland continuously contributes to cybercrime discussionsmiitie Council of Europe
for example by its participation in working grougsr further development of the Budapest
Convention Switzerland actively engagesniternationaldialogue in order to further enhance
international instruments for cybersecurity and a free and open Interaetl alsarticipates
in Interpof® and Europaf* A numberof further bilateral agreements exidipr examplewith
the United States.

The criminal justice system in Switzerland is strongly federalised. Most police sovereignty is
held by the cantonsnd every canton has its own judiciatganisationand its owncourts

while inter-cantonal instruments ensure harmonious functioninfhe Swiss Criminal
Procedure Code allows electronic evidence and the confiscation of data by pofarenal

and formal collaboration with respect to cybercrime exists for cantonakealnits, their
education and training, criminal investigations, and prosecutdBakeholders also
commentedthat there are shortcomings with regard to personniélhas been pointed out
GKIFIG GKSNB YAIKG 0SS OKIff Sy Dénaibility ErgsesRvBeiieS NY A y A Y :
crimesinvolve actors abroad

We have found no particular training for judges with respect to cybercrime or digital
investigation casesin particular where courts are involved in prosecution decisions.
Stakeholders have reportetie existence ointernal training for judges buwe have notbeen

able to locate any further evidencd this. We consider training and competenof/judges
and courtsto be acquired on arad-hoc basisand we strongly recommend a more €0
ordinated and systematic approach. Judges should receive specific trainbappointed
specifically focybercrime

Standards, Organisations and Technologies

A minimum recommended IGEcurity standardhas been published ke Federal Office for
National Economic SupplfFONES and isdesigned to be a baseline for Cl and other
organisations? it isnot mandated but recommended, and there appears to be some variation

19 https://www.bj.admin.ch/bj/de/home/aktuell/news/2011/ref 201309-15.html[accessed 30 January 2020].

20 https://www.fedpol.admin.ch/fedpol/en/home/polizezusammenarbeit/international/interpol.htmflaccessed

30 January 2020].

21 https://www.fedpol.admin.ch/fedpol/en/home/polizezusammenarbeit/international/europol.htnfaccessed

30 January 2020].

22 Federal Office for National Economic Supply (FONES), Minimum Standard for Improving ICT Resilience, 2018
https://www.bwl.admin.ch/bwl/en/home/themen/ikt/ikt_minimalstandard.htm[accessed 30 January 2020].
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in the level of adherence to and regulation of standards across different sectar$-etteral
Government andthe Finance Sector are mandated to follow cybersecurity standards; in
general, in less heavily regulated ClI sectors (including Energy, Transport and Communications)
there is evidence of measurable implementation and adoption @frimdtional standards and
good practices for ICT security, procurement, and software development. The current
situation aligns with the Swiss principle of the subsidiary role of the state, and appears to be
an exceptional example of a decentralised struetperforming well through largely informal
processes. It does mean, however, that the national strategic view of the level of operational
security across organisations is somewhat lacking; we therefore believe that the provisions
made by the NCS 2043022 for stronger strategic management to supplement the
decentralised structure in this spac&e wellconceived and will support strategic direction

in the use of cybersecurity standards and best practices across the country.

Switzerland has established iadble Internet services and infrastructure that is widely used
for eecommerce and business transactions, with a range of providers creating a level of
redundancy. On the legal basis of the Federal Telecommunications Act (currently under
revision), OFCOM gvides directives to cordinate security and availability across
telecommunications providers, and major operators of infrastructure adhere to international
cybersecurity standardso they can operate at a@nternationallevel

Software practices vary exss organisations of different sizes and sectors; adherence with
international standards is mandated in the Federal Government and Finance Sector, with
unregulated adherence with international standargsnerallyresulting in secure software
development ad maintenance practice elsewhere in the ClI and large organisations. Our
stakeholder consultations suggest that large organisations have the abistayop to date,

review, critically assess, and upgrade technical security controls, in line withattrerence

to standards (which, as described, varies in its basis). There is also implementation of strong
cryptographic controls for the protection of data at rest and in transit, driven by GDPR in the
case of organisations operating internationally, with LIS NOSLIJi A2y GKF G { 6AGT SN
law on data protection will help raise the baseline data security for companies not operating
in the EU. The NCS 2@2®822 provides for federdevel efforts to support resilience in the
cantonal governments, and improve the ICT resilience of the Cl, to include periodic update

of the risk analyses and resulting measures: a-a@ticeived goal thashouldlead to a more
dynamic capacity for the CI to evolve according to changing needs.

There are indications that the cybersecurity measures being taken by a significant proportion
of SMEs are insufficient, anldat a relatively small proportion of SMEs follow cybersecurity
standards™ It wasperceivedby participants in the review thahere is a lack of harmonised
support, cybersecurity standardisation or certification in place for SMEs. Given the
importance of SMEs to the Swiss economy, this is an area where the nation harbours risk.
With the explicitly broadened focus of the NCS 2(P®? to include SMEs and the objective

to support the implementation of cybersecurity standards and controls, considerable
improvement at a strategic level is underwajthough it remains to be seen how long these
improvementswill take to implementand wheter they are sufficient

There is some domestic production of cybersecurity technologies in Switzerland; there is also
dependence on foreign cybersecurity technologies, and establishing the extent to which this

23 https://ICTswitzerland.ch/en/publications/studies/cyberrisikeswisssmes/[accessed 30anuary2020].
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dependence (e.g., within the CI) creates rekd identifying potential mitigations for this risk,

is important. A market for cybansurance is establisheavith a range of providers and
coveragesand the uptake is increasingn line with the development of the global cyber
insurance market. Swigzland has not implemented a national vulnerabiiigclosure policy

but responsible practice in the area of vulnerability disclosure is encouraged and mediated by
MELANI anthe Computer Emergency Response Té&ovCERT.¢lnd this is perceived to

have been a successful approach in past cases. Not all organisations have established
procedures to receive and disseminate vulnerability information (although a series of
successful initiatives have been run by individual orgeites); there may be a need for
further governmental support, or a eardinated thirdparty platform to address this gap.
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INTRODUCTION

At theinvitation ofthe Swiss Federal Department of Foreign Affairs Global Cyber Security
Capacity Centre (GC9®@s conducted a review of cybersecurity capacitywitzerlandThe
objective of this review wa® enableSwitzerlando determine areas of capacity in which the
government might strategicallyrioritise invesiment, in order to improveits national
cybersecurity posture.

The information processed in this repgsredominantly dates fromthe two stakeholder
meetings listed belowrurthermore, wher@nformation was passed on to leger, during the

A 2 4 oA ~

process of writing this report, it ha8 SSy NBALISOGSR Ay (GKS FaasSaay

cybersecurity capacitypue to the continuous structural evolvement®fbersecurityrelated
entities within the federal administration and beyond, howewveo single datdor timeliness

of data can be provided. The data reflected in this report has been collected from November
2019 to May 2020.

On 2L May 2019, apreliminary meeting was heldat the invitation of the Swiss Federal
Department of ForeigrAffairs. Thisinvolved stakeholders from federal departments and
institutions. The aim of this meeting was to understand the onggirgress ofestabliding
the National Cyber Security Cen{NCS{; andto understandthe particularcharacteristicof
the Swiss federal structure. As tlgeeview wasot part of astandardCMM assessment, we
refer to it asPreCMM consultation. It involved the following stakeholders:

1 Federal Department of Defence, Civil Protection and Sport (DDPS):
1 Amed Forces Command Support Organisafi@RCSO)
o milCERT
o ! C/ {QyleaDefence Unit
1 Federal Office for Civil Protection
1 Federal Department of Finance (FDF)
1 Federal IT Steering Unit
1 Reporting and Analysis Centre for Information Assurance
(MELAN
o0 ComputerEmergency Response Team (GovCERT.ch)
1 Federal Department of Foreign Affairs (FDFA):
9 Directorate of International Law
9 Office of the Special Envoy for Cyber Foreign and Security
Policy
1 Federal Department of Justice and Police (FDJP)
9 Federal Office adustice.
1 Federal Department of the Environment, Transport, Energy and
Communications (DETEC)
1 Federal Office of Communications
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Over theperiod 19¢22 November 2019meetings withstakeholdersvere held in

Switzerland as part of the CMébnsultation for this report. Further stakeholders were
consulted in remotebasedfollow-up interviews.The participants consulted during the CMM
consultation are listed below:

1 Public sector entitie§general)
1 DDPS
o AFCSO
o Federal Intelligence Service (FIS
o Federal Office for Civil Protection (FOCP)
0 General Secretariat
0 Swiss Armed Force8yber Defence
0 Swiss Security Network (SSN)
1 Federal Department of the Environment, Transport, Energy
and Communication (DETEC)
o0 Federal Office of Communications (OFCOM)
1 Federal Department of Economic Affairs, Education, and
Research (EAER)
0 Federal Office for National Economic Supply
(FONES)
0 State Secretariat for Education, Research and
Innovation (SERI)
1 Federal Department of Finance (FDF)
o0 Federal IT Steering Unit (FITSU)
o MELANI
1 Federal Department of Foreign Affairs (FDFA)
o Directorate of International Law
o Directorate of Political Affairs
1 Other
0 Federal Data Protection and Information
Commissioner (FDPIC)
0 Members of Federal Parliament

1 Criminal justice sector
1 Conference of Gaonal Directors of Justice and Police
(CCDJP)
1 Federal Department of Justice and Police (FDJP)
o Federal Office of Police (fedpol)
9 Office of the Attorney General of Switzerland
1 Swiss Police Institute (SPI)

1 Finance sectoand insurances
9 Credit Suisse

1 SCOR
1 Swiss Financial Market Supervisory Authority (FINMA)
1 Swiss Re

1 PrivateSector and sectorial trade organisations
 Asut
1 Cisco
 Economiesuisse
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IBM

ICTswitzerland

Information Security Society Switzerland
Oneconsult

Open Systems

Siemens

Suissedigital

SwisLCyber Experts (PPP)

9 Critical infrastructure owners

= =4 =4 -4 -8 -9

Alpiq Holding
BKW Group
Swiss Post
Swisscom
Swissgrid
SWITCH

1 Academiaand think tanks

1

1
1
1

= =4

Avenir Suisse

EPFL Centre for Digital Trust

ETH Zurich Centre for Security Studies

University of Applied Sciences and Arts Western Switzerland
(HESSO)

University of Geneva

University of Lausanne, School of Criminal Science

1 International community

T

il
1
1
il

DiploFoundation

Geneva Centre for Security Policy (GCSP)
ICT4Peace Foundation

International Committee of the Red Cross (ICRC)
World Economic Forum, Cybersecurity
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DIMENSIONS OF CYBERSECURITY CAPACITY

Consultations were premised on the GCSCC EMnwhich is composed of five distinct
dimensions of cybersecurity capacitgach dimension consists of a set of factors which
describe and define what it means to possess cybersecurity capacity therein. The table below

shows the five dimensionsogether with the factors of which they are comprised:

DIMENSIONS

Dimension 1
Cybersecurity
Policy and Strategy

Dimension 2
Cyber Culture
and Society

Dimension 3
Cybersecurity Education,
Training and Skills

Dimension 5
Standards,
Organisations and
Technologies

FACTORS

D1.1 National Cybersecurity Strategy
D1.2 Incident Response

D1.3 CProtection

D1.4 Crisis Management

D1.5 Cyber Defence

D1.6 Communications Redundancy

D2.1 Cybersecurity Minget
D2.2 Trust and Confidence on the Internet

D2.3 User Understanding of Personal Information Protect

Online
D2.4 Reporting Mechanisms
D2.5 Media and Social Media

D3.1 Awareness Raising
D3.2 Framework for Education
D3.3 Framework faProfessional Training

D4.1 Legal Frameworks

D4.2 Criminal Justice System

D4.3 Formal and Informal Cooperation Frameworks to
CombatCybercrime

D5.1Adherence to Standards

D5.2 Internet Infrastructure Resilience
D5.3 Software Quality

D5.4 Technical Security Controls
D5.5 Cryptographic Controls

D5.6 Cybersecurity Marketplace

D5.7 Responsible Disclosure

24 See Cybersecurity Capacity Maturity Model for Nations (CMM), Revised Edition, available at
https://www.sbs.ox.ac.uk/cybersecurigapacity/content/cmmrevisededition [accessed 30anuary2020].
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STAGES OF CYBERSECURITY CAPACITY MATURITY

Each dimension comprises factors which describe what it means to possess cybersecurity
capacity. Factors consist of aspects and for each aspect there are indicatorsdebstbe

steps and actions thabnce observeddefine the state of maturityof this specific element.

There are five stages of maturity ranging from gtart-up stage to thedynamicstage. The
start-up stage implies aad-hocapproach to capacity, wheas the dynamic stage represents

a strategic approach and the ability to dynamically adapt or change against environmental
considerations. The five stages are defined as follows:

i start-up: at this stage either no cybersecurity maturity exists, or it is very
embryonic in nature. There might be initial discussions about cybersecurity
capacity building, but no concrete actions have been taken. There is an
absence of observable evidence of cydeurity capacity at this stage

i formative: some aspects have begun to grow and be formulated but may be
ad-hog disorganised, poorly defined or simply ndwwever, evidence of this
aspect can be clearly demonstrated

i established: the indicators of the asgct are in place, and functioning.
However, there is not well thoughiut consideration of the relative
allocation of resources. Little tradeff decisioamaking has been made
concerning the relative investment in this aspect. But the aspect is functional
and defined

i strategic:at this stage, choices have been made about which indicators of the
aspect are important and which are less important for the particular
organisation or state. The strategic stage reflects the fact that these choices
have been madeanditionaly 2y GKS adl d5Qa 2NJ 2NHI yAal
circumstances

i dynamic:at this stage, there are clear mechanisms in place to alter strategy
depending on the prevailing circumstancesuch as the technological
sophistication of the threat environnm, global conflict or a significant
change in one area of concern (e.g. cybercrime or privacy). Dynamic
organisations have developed methods for changing strategiigsstride.
Rapid decisiommaking, reallocation of resources, and constant attention to
the changing environment are features of this stage.

The assignment of maturity stages is based upon the evidence collected, including the general
or average view of accounts presented by stakeholders, desktop research conducted and the
professional judgement of GCSCC research staff. Using the GCSCC methodology as set out
above, this report presents results of the cyberséyucapacity review oSwitzerlandand
concludes with recommendations as to the next steps that might be considergdprove
cybersecurity capacity in the country.

The methodology for assessing the stages of maturity is outlined in the respective section in
the appendix.
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THECYBERSECURITY
CONTEXT I8WITZERLAND

Switzerland is a federal country; its subits, the catons, share sovereignty with the federal

level While the locamunicipalitiesoften share a high degree of autonomy, their competence

and responsibilitys controlled by cantonal lawEach of the26 cantonshasa constitution of

its own, andits own respective system of governmemijucation, policeandcourts. While a

high level of harmonisation has been achieved in most areas, regional particularities always

have to be considered. The cantons have a high level of indepentehpeoactively dtempt

to harmonise their processes and practices wéh eye toefficiency and practicability.

Cantons commonly institutionalise their collaboration independently from the federal level,

F2NJ SEI YL ST a02yO2NRI(G4a¢ 0602 ycollbkbdor&iorawittd S 6 SSy
regard to education or police. This federal system requoensideration when assessing

{6AGT SNIFYyRQa OeoSNBRSOdNRARGe:r o620K ¢gAGK NBIFNR
culture of decisions and responsibilities. We refer tleader to material on the Swiss
I32PSNYYSyiQa 6S0aAidS RSAONAROGAY I GKS LI NI AOdzZ | N

Switzerlandis a neutral country and hosts a number of international organisations.
Switzerland is a member of thenlted Nations (UN)the Organization for Security and -Co
operation in Europe (OSCH)e Organisation for Economic @peration and Development
(OECI the Council of Europehe European Free Trade Associati&f{Aand many other
regional and international kdies. As a host country to some of these organisaion
Switzerland might be considered to hava addedlevel of responsibility with respect to
providing a (cyber)secure environment. Switzerland has a set of bilateral agreements with the
EU, which is itgeographical neighbour amdost important tradng partner. Consequdty, it

often adopts lawg that are compatiblewith EU law and is als(ften an associate) part of
several EU bodies withoubhoweverhaving anyformal decisionmakingpower.

Switzerlan@ &4 SO2y2Yeé Aa (y2s6y FT2N Ada olyla yR Ay:
considered to be critical to the national infrastructure. Data from the Federal Statistical Office

(FSO) shows”’ that the vast majority of businesses are small and medium enterprises (SMESs)

Figure 2shows that 67.6 percent of employees work for businesses wighver than 250

employees (i.e. SMEs), while the number of SMEs makes .dpp@&ent off 6 A G 1T SNI | Yy RQA
bushesses. The federal government is very aware of the significance of SMEs for Swiss
economy’® A Swiss business newspaper further claims that SMEs makeots than 60

25 https://www.eda.admin.ch/aboutswitzerland/en/home/politik/uebersicht.htnfhiccessed 30anuary2020].
26 hitps://www.bfs.admin.ch/bfs/de/home/statistiken/industriedienstleistungen/unternehmen
beschaeftigte/wirtschaftsstruktuunternehmen/kmu.asstdetail. 9366337.htm[accessed 30anuary2020].
27 https://www.bfs.admin.chbfs/de/home/statistiken/industriedienstleistungen/unternehmen
beschaeftigte/wirtschaftsstruktuunternehmen/kmu.assetdetail.9366327.htifdccessed 30anuary2020].
28 hitps://www.kmu.admin.ch/kmu/de/home/aktuell/news/2018/schweizewirtschaftin-den-haendenrder-
kmu.html[accessed 30anuary2020].
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to the financial industry and to SME cybersecurity practice.

Anteil der Beschéftigten nach Grossenklassen Anteil der Unternehmen’ nach Grossenklassen?
der Unternehmen und Wirtschaftssektor'?, 2017 und Wirtschaftssektor, 2017
Total 26,0 215 Total 897 s,m!
23 p2 %l
Sektor 1 884 91 i Sektor 1 98,3 Tﬁl
05
Sektor 2 172 27 Sektor 2 80,1 163
0,
Sektor 3 258 203 Sektor 3 90,6 7.711
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Grossenklassen in Anzahl der Beschiftigten Grossenklassen in Anzahl der Beschiftigten
0-9 B s0-249 0-9 I 50-249
10-49 I -:50 10-49 I 250

nur marktwirtschaftliche Unternehmen nur marktwirtschaftliche Unternehmen
Die Grosse der Unternehmen bemisst sich nach Anzahl der Beschaftigten Die Grossse der Unternehmen bemisst sich nach Anzahl der Beschaftigten

Quelle: BFS - STATENT @ BFS 2019Quelle; BFS = STATENT ©BFS 2019

Figure2: The figure on the left shows the percentage of total employees classified by size of
businesseghe figure on the right shows the percentage of businesses classified by the
number of employeegaphics from the Federal Statistical Office)

Following discussions in parliaméhtSwitzerland hasstablisheda central entity within the
government for gbersecurity, which is referred to ése National Cyber Securit€entré* or
NCSCand he federal government appointed a national Cyber Delegate in summer.2019
Theaim of the current NCS and tfiederal structure with regard toybersecurity, as outlined
in the implementation plan for the second N@& shown in Figure3and 4.

The federal structure consists tife following:the Cyber Delegate, who reports directly to

the Federal Council Cyber Committedyich supervigsthe implementation of the NCShe
Steering Committee (NCS Sw@hichensures the cardinated and targeted implementation

of the NCS measures and develops proposals for the further development of thamdi@ig:

Cyber Core Groypwhich assesses threats anslipervises incidence response for serious
cases. The cantons are also involved in some of these structures on a permanent (e.g. NCS
StC) or situational basis.

29 https://www.gewerbezeitung.ch/de/news_archiv/ohremu-w%C3%A4reie-schweizarm [accessed 30
January2020].

30 https://www.parlament.ch/de/ratsbetrieb/suchecuriavista/geschaeft? Affairld=2017350&ccessed 30
January2020].

81 https://www.admin.ch/gov/de/start/dokumentation/medienmitteilungen.msm-73839.html[accessed 30
January2020].

82 https://www.efd.admin.ch/efd/de/home/dokumentation/nsknews_list. msed-75421.htmlaccessed 30
January2020].
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NCS vision
7 ‘In exploiting the opportunities offered by digitalisation,
Switzerland is adequately protected against cyber risks and
nnﬁuthhuﬂodﬁyhﬁwhmwdhm&m
community and the state in the face of cyber threats and dangers is safeguarded.”

Strategic objectives Areas of action
o Ability to identify and assess cyber risks o Skils and knowledge building
o Effective preventive measures o Threat situation «
o Sufficient capacity to deal with incidents ¢ Resilience management %
o Resilience of critical infrastructures o Standardisation / regulation ©
o Cooperation between society, the ¢ Incident management E
business community and the state ¢ Crisis management 2
¢ International cooperation ¢ Prosecution 5
o Learning ability after cyber incidents o Cyber defence s
o Cyberforeign security policy o
o Publicimpact and awareness &
raising
Principles
Risk-based, comprehensive approach
Decentralised implementation with strong central coordination
Subsidiary state role
Cooperative approach (puhic-pmm partnership and cooperation between authorities)
Active communication

Figure3: NCS contentdrom the implementation plan to the second NCS).

FEDERAL COUNCIL CYBER COMMITTEE
(FDF, FDJP, DDPS)

- FEDERAL CYBER SECURITY DELEGATE

CYBER CORE GROUP NCS STEERING COMMITEE

(Departments) (Confederation, cantons, business community,

- Assesses the threat situation and universities)
protection mechanisms - Accompaniment and further development
- Supervises the handling of serious cyber incidents of the strategy

NATIONAL CYBER SECURITY CENTRE
including MELANI (Reporting and Analysis Centre for Information Assurance)

Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera
Confederaziun svizra

Figured: Federal risk organisation (from the implementation plan to the second NCS)
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REVIEW REPORT

OVERVIEW

In this section, we provide an overall representation of the cybersecurity capacity in
Switzerland Figure 5 (below) presents the maturity estimates in each dimension. Each
dimension represents one fifth of the graphic, with the five stages of maturity for each factor
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DIMENSION 1
CYBERSECURITY STRATEGY

AND POLICY

¢tKS FTFOG2NAR Ay 5AYSyairzy wm 3IldzaAS {6A01 SNI | yRQa
policyand strategy and to enhance cybersecurity resilience through improvements in incident

response, crisis management, redundancy, and critical infrastructure protection capacity. The
cybersecurity policy and strategy dimension also includes consideratiorsafty warning,

deterrence, defence and recovery. This dimension considers effective policy in advancing

national cyberdefence and resilience capacity, while facilitating the effective access to
cyberspacehat is increasingly vital for government, intesitional business and society in

general.

D 1.1 NATIONAL CYBERSECURITY STRATEGY

Cybersecurity strategy is essential to mainstreaming a cybersecurity agenda
government because it helps prioritise cybersecurity as an important policy area, deter
responsibilities ad mandates of kegovernment and noigovernmentakybersecurityactors,
and directs allocation of resources to the emerging and existing cybersecurity issue
priorities

Stage:Established

¢KS TFTANRG &b FF2ANDY[IgtA GAIOS\NIGFSYyTR Q& LINR G SQUA 2y F 3k Ay
gla I R2LIGSR 060& GKS CSRSNIf /2dzyOAf AY WdzyS Hnawm
2F {S6AGT SNI YR | 3 Aggae2iwva@domesliNApNIRGLE a4 € O0b/ {0 HAMY

NCS 201&022describes the main outcomes of the 2@PP17 strategy (building capacities;
building processes, structures and foundations; improwinitical infrastructure protection;
and strengthening coperation with third parties). It then sets out thiationale for extending
the original, specifically:

1 to reflect the changing and intensifying nature of the threat
1 to expand the scope beyond tferleralgovernment and theritical infrastructure to
cover broad threats to the development and welfare of Swiss society

33 Federal IT Steering Unit (FITSU), National Strategy for the Protection of Switzerland Against Cyber Risks, April
2018.
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i to incorporate cantons more explicitly into the strategy implementation, and to
complement existing decentralised organisational structures with stronger strategic
management and a céral point of contactbeyond the ClI providefsr SMEs anthe
generalpublic.

The 20182022 strategy also places greater emphasis on the importance of international
collaboration, and on the unique role that Switzerland can play in shaping the development
of global cybersecurity strategy.

Throughout the strategy there is strong emphasighe importance of collaboration with the
private sector and betweeifiederal andcantonal authorities, and this is reflected in the
consultative way in which the strategyas developed;, a point reinforcedo us by members
of a public¢ private partnership knowledge network call&iss Cyber Expeitandalso by
manyother participants during the discussions

The federallevel implementation plan for the 201022 strategy was published in May
2019°*° This provides a comprehensive list of concrete measures and supporting
implementation projects, with project milestones ranging from Q3 2019 to Q4 2022. The plan
includes an annexthe cantonal implementation plan fahe NCS2018;2022, detailing
measures agreed aiantonal level. The measures identified cover a wide range of activities
including capacity buildin@: resilience, incident response and crisis management, critical
infrastructure protection, regulation, palic awareness, cybercrime, national defence and
international engagement.

While there was widespread support for the implementation plan throughout the review,
there were concerns about the amount of time it had taken to activatestha&tegy, and about

the extent to which individual implementation projects in the plan were adequately
resourced. For example, it was estimated that a total of 67 new posts were needed in order
to satisfy the requirements of théederatlevel implementation plan, but only 24ad been
allocated so farSincethe implementation plan of the second NCS includesaanex of
cantonal measureswhich includes the buildip of cantonal cybersecuritprganisations
(Measure 8)we believesimilar issues exist atantonal leveland this was confirmed to us by
stakeholders. This seenparticularlyto be the case irrelation to law enforcement. This all
puts delivery of a significant number of projects at risk and could require significantdfade
decisions to be made.

The implenentation plan also describes how ts&rategyis governed. This includes the key

roles of theFederal CouncTyber Committee, taNCS StC, the Cyber Delegate tredNCSC

The NCS StC (supported by the delegate6GG G OKSO1 a4 GKS A¥ndf SYSydl i
develops adjustment strategies or plans changes in the event of deviations from the
AYyFtdzSyOAay3I FILOG2NA NBf SOl yi tolreportiokn®d Fepleral SO A OS¢
Councilbn anannualbasis Thisprovides an escalation path to addresbortfalls inresources

and other risks to the viability of the implementation plan measures. At the time of the review,

the Steering Committee had not held its first meetitigat first meeting has now taken place

(in the lasst week of November 2019)

34 https://www.swisscyberexperts.ch/engb [accessed 30anuary2020].
3Shttps://www.isb.admin.ch/dam/isb/en/dokumente/themen/NCS/Umsetzungsplan NCS 2018
2022 EN.pdf.downlahpdf/Umsetzungsplan NCS 202822 EN.pdfaccessed 30anuary2020].
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As stated above, there are a number of clear project milestones enumerated in the
implementation plan. While such milestones are useful in terms of tracking project progress,
they are not necessarily useful in terms of trackimgguess towards the strategic objectives

of NCS 201022 and the associated outcorogiented language used to describe the
measure objectives in the implementation plan (for exammle{ 6 A 61 SNIX I yR K
picture of the cyber situation to protecth O2 dzy G NB | 3+ A y & (DDREIS S NJ
and Armed Forces) has sufficient qualitative and quantitative competencies and capacities to
RAANHzZLIGZ LINB@Sy iz 2N at2¢ R2¢y | (tisheCepsary 2y
to develop outome-oriented metrics for each of the main areas of the implementation plan,
which in turn will feed up to the objectives within the NCS. These metrics will help the NSC
StC to establish whether the portfolio of implementation projects is having the dgsire
cumulative effect of reducing overall national cyber risk. They will also be valuable in terms of
providing the Federal Council Cyber Committee with assurance that the strategy is on track.

Of course, there will be issues that impact on the achievem&M@S objectives that will be
outside the immediate control of the NCS StC. An example given during the review interviews
related toMS | 3dzNB o 2F GKS b/ { O64aONBlIGAZ2Y 2F |
aSOdz2NR e S 02y 2 Yigwadngted{thatias wef astthe gcoasidescribed in the
implementation plan, achievement of this objective depended on the availability of Venture
Capital (VC) funding to enable stap companies to gain the critical mass necessary to
compete in the global m&et, something that cannot be assumedth the current state of

the Swiss VC ecosystem. It is common practice in complex programmes to pick up such
assumptions and dependencies in a forRé&ks, Assumptions, Issues, Dependenéidg)
processagain, tle need for such a process was identified in the NCS StC meeting of November
2019.

The concerns about funding shortfalls, the gap in terms of outconented metrics, the
reported need for a better analysis of external assumptions and dependencies, and relative
immaturity of these new governance arrangements suggest that it may be too early to decide
whether or not these arrangements will be adequate to address the implementation
challenges that the programme faces. While action is in hand to address somesef the
governance issues, it is worth noting that these are not due to be discussed in detail by the
NCS StBefore March 2020, i.e., nearly two years into what is a fdive year programme.

D 1.2 INCIDENT RESPONSE

This factor addresses the capacity of the government to identify and determine characte
of national level incidents in a systematic way. It also reviews the gev@nf G Q& Ol
organise, cenrdinate, andactivate anincident response.

Stage:Established

Switzerland has well-established Incident Response organisatiddELANE which is being
incorporated intoNCSCMELANNCS@naintain a central registry of reported cyber incidents
and provide a channel for information exchange between fingeral government and the
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private sector. HistoricallyMELANI has mainly focused tederal government andcritical
infrastructure sectors although its role is expanding with the creatidd@8CWork is also in

hand to improve the interface between tidCSCthe FIS and Armed For¢és give theNCSC
improved situational awareness and access to specialist national security and defence
capabilities. There are also plans to strengthen the links betwienNCSCand public
authorities atcanton level. MELANI is already part\@rious international networks that
facilitate operational collaboratiarthese networks and relationships will be inherited by the
NCSC

These organisational changes, alongside the informal networks that exist within Switzerland
and the general willingnesof companies to coperate on a voluntary basis, put tiCS@n

a good position to have knowledge of incidenlsat occuracross the country and across
sectors. There ardnowever, gaps in current legal provision which limit the abibfithe NCSC

to have full visibilityfirst, the issue of a mandatory reporting regime for critical infrastructure
has yet to be resolved (it is due to be examined by the Federal Council iraB028y the
Federal Parliament thereaftrand secongdthere are restriction®n whatlaw enforcement
data can be shared witthe NCSdifferent restrictions apply before and after a case has
been opened). It was also noted that there were restrictions in terms of WieaNCSCan
share with foreigrowned businesses operating irwigerland. All that said, there was
confidence from botlthe NCS@nd the public and private sector partners we spoke to that,
in times of crisis, ways would be found to ensure that the necessaaying ofinformation
took place and that this could beldeved within the existing legabundariesInitiatives and
networks, such aSwiss Cyber Expertcontribute to the availability of expert advice

The creation of th&lCS@ an opportunity to review existing incident management processes.
These should be formally documented and shared with relevant stakeholders (incthding
cantons the economyand international partners). It will be importatoth to ensure that
theseupdated processes are regularly exercised to test their validity and to help train staff
within the NCS@nd within key collaborating bodies.

There were some concerns expressed during the review about whether MEN@S{Tad
sufficient resources, informain sources and other capabilities needed to meet the full range
of potential incident management support requiremengdthough the respective measure of
the implementation plan does foresee pulgprivate partnerships to address these potential
shortcomhgs beyond the enhanced capacities of th€ SCIt should be easier to judge this
(and what remedial action might be required) once the new structures have been tested with
realworld incidents. Meanwhile, two ways to assess whether the capabilities gratitg of

the NCSCare sufficient are through a programme of scenasased exercises and via
benchmarking against international peers.

36 https://www.swisscyberexperts.ch/engb[accessed 30anuary2020].
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D 1.3 CRITICAL INFRASTRUCTURE (CI) PROTECTION

CKA& FTFOG2N) aGdzRASAE GKS 3I208SNyYSyiQa O
with them, engage in response planning and critical assets protection, facilitate q\
interaction with Cl asset owners, and enable comprehensive general aiskgement
practice including response planning.

Stage:Established

Critical infrastructure (CI) protection is at the core of NCS @27. As NCS 2043022
statesG wA &1 | YR @dzt y S NarriedioutXoii tBe clitigal stibecioS, imeas 885
were identified, support in the event of incidents was expanded, and a picture of the situation
of cyber threats was developed. This work formed the core of the NCS and can now be
RSSLISY SR | y fhe BeHdrdl QffiReSBr dNational Economic Supplie@@NESand
FOCPhave confirmed that they conducted a risk and vulnerability analysiall critical
subsectors. Expert groups, which were set up ioperation with Cl operatorgssociations,

and regulatrs, identified more than 70 specific measures to improve resilience in each
subsector. These measures were recorded and documented in a riEpaeaich subsector,

and FONES and FOCP continuously monitor this process.

Alongside NCS 2048022, the federal government published theCritical Infrastructure
Protection (CIP) Strategy of Switzerland 2@ %,°' The CIP Strategy establishes the means
by which CI sectors are defined, and how sector by sector standards are to be assured.

The FOCP is responsilibe determining wiich sectors form part of the Cl. An inventory of ClI
assets was produced in 20ddthough the full list is classified, a hitgvel list is available in
CIP 20182022 and covers a wide range of public and private sector entities. Infcagteu
assets that are critical from @antonalperspective are directly identified by the respective
cantons. The CIP Strategy 2@2822 notes the need to periodically review and update the
inventory as necessary.

Individual Cl operators are responsible &ssessing and, within their means, improving their
NEaAAEASYOS o6l aSR 2y 83 delelbpeduyzkECP finA2¢gi1S and 6 a [ SA G
updated in December 2018. It is the responsibility of relevant sespecific specialised

departments, oversighbodies and regulatory agencies at the federal level to evaluate the

sufficiency of existing provisions and assess whether additional measures to improve

resilience are required FOCP has developed a set of implementation guidelines to assist

sector regultors in this task. The sector regulators are also responsible for working with

operators to determine how any significant improvements that are required might be funded.

The above relates to general CI protection, i.e. its se®peoader than cyber. laddition to
these general provisions, FONES issued Minimum Standards for ICT Resilience in 2018. These
standards require the relevant Cl organisation to incorporate cyber into their general risk

37 Federal Office for Civil Protection (FOCP), Nationalelfy for Critical Infrastructure Protection, December
2017.

3ehttps://www.babs.admin.ch/cotent/babs-

internet/de/aufgabenbabs/ski/leitfaden/ jcr_content/contentPar/tabs/items/downloads/tabPar/downloadlist/d
ownloadltems/74 1460990690209.download/20181217 Leitfaden_SKI_deqcHssed 30anuary2020].
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management processes, including identification of risksicatiiCT assets, the setting of risk
appetite and to determine how the identified risks are to be dealt with. FONES does not
mandate these standardsthey are recommendationg but cyber requirements have been
incorporated into relevant sector regulatoctvities. For example, the Swiss Financial Market
Supervisory Authority (FINMA) has incorporated cyber into its supervisory activities and
expects companies to report cyber incidents as part of their general reporting responsibilities.
Consideration is biag given to whether a crossector mandatory reporting regime is needed.
Similar consideration should be given to whether a mandatory regime is required for CI
operators to report vulnerabilities tdlCS@nd/or their relevant sector regulator.

During the interview proces# was apparent that there was a high level of understanding of
the overall approach that thiederalgovernment is taking tawardscyber in the CI. There were
nonetheless some concerns raised as to whether the operationalssbeging taken by
individual Cl sector operators were sufficient to meet the scale of the threat. An example was
given of a major utility provider having only three cyber specialists, which is below what would
be expecedin comparable organisations in cauies as developed as Switzerland. It was also
noted during the interviews that the rate of progress on standards and on incident reporting
vary from sector to sector (with finance cited as being the most advanced). It is important to
ensure that the NCSG has sufficient visibility of progress across the Cl sectors soitltain
advise the Federal Council where there may be gaps in overall assurance.

D 1.4 CRISIS MANAGEMENT

This factor addresses the capacity of the government to identify and determine characte
ofnate y I f f S@St AYyOARSydGa Ay | aeadSyYl GAa«
organise, cenrdinate, andoperationaliséncident response.

Stage:Strategic

Switzerland has a very walbtablished crisisnanagement organisatiothat relieson the
harmonious collaboration of multiple federalantonaland communal entitiesThe structure,
means, and involvement of relevant actocentinuously evolve through regular crisis
simulations and exercises.

Switzeland has two sets of security exerciseOne is he exercises of thefederal
administration Strategische Fihrungstbuery (SFU)° which focus on crisis collaboration
within federal administration an@hichhave beerundertakenfive timessince 1997

5dz8 (2 {6AiG1T SNI | caddal lochl&rikiSrher entit@diaNedieghly dsark
for crisis managemerds wellandin 2014,Switzerlandalsoinitiated a newfour- to five-year
cycle of major national crisis exercis€¥cherheitsverbundsiibungewhich involve these

actors The scenario chosen ftare 2014exercise was a blackout due to a cyber event. The
exercise was preceded by a major planning phase involving all the relevant entities. It took

39 https://www.bk.admin.ch/bk/de/home/regierungsunterstuetzung/fuehrungsunterstuetzung/strategische
fuehrungsuebunesfu.html[accessed 30anuary2020].
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place over a 5hour period, involving some 2,000 people. The exercise was of particular value
in testing the iterfaces between théederalgovernment and thecantons, and in alerting all
participating entitiesof their vulnerability to cyberelated events. The lessons learned
provided an important input into the development of NCS 2(PA®2, including the need to
include specificanton-level actions alongside thfederalimplementationplan, and the need

to upgrade the national crisis communications network to make it more cyber resilient and to
improve connectivity between thdederal government, cantons and theCl. The 2019
Sicherheitsverbundsiburexercise was focused on counter terroriSrand included a cyber
dimension.Stakeholders have mentioned thatcyber elements planned tde includedn all
future exercises.

¢tKS 1020S RSY2yaidNliSa GKIG OeoSNIAa | fNBIRe
management. Further action is in héwto formally define the representation and roles of
NCSvithin thefederal crisis management teams and to improve channels of communication.

Action is designated in the N@8plementationplan to complement the fivegear exercise

cycle with more regulagxercising with integral cyber elements (involvfederal authorities,

cantons and Cl operatorsp ensure that these new processes function as expected and to

help strengthen the operational relationships between the individuals concerned. It is
plannedto include sectotlevel exercises within this prograne.

D 1.5 CYBER DEFENCE

This factor explores whether the government has the capacity to design and implen
cyber defence strategy and lead its implementation, including through a desigr@atedr

Defence organisation. It also reviews the level ebbnation between varioupublic and

private sector actors in response to malicious attacks on strategic information system
critical infrastructure.

Stage:Established

Cyber defence has beemddressed by means of th&ction Plan Cyber Defericeeleased by

the Federal Department dbefence Civil Protection and Spo(DDPSjn 2017. While it was
released before the publication of the second NCS, it informed the creatlmotlothe second
NCS and its implementatigrlanand it did not preclude any decisions of the second NCS. The
Action Plan refers purely to measune@ghin the competency ofhe DDPS.

Cyber has been allocated priority 2 status (second only to air) ifetheraldefence budget.
Major initiatives include capability enhancement, integration of cyber into operational
doctrine, staffing, training, and ealmced supply chain security.

Based on the Federal Intelligence Act, the Federal Intelligence Service is responsible for the
early recognition and prevention of threats from attacks which directly or indirectly target

40 https://www.vbs.admin.ch/de/themen/sicherheitspolitik/sicherheitsverbundsuebung
2019.detail.news.htmWbsinternet/wissenswertes/2020/200107.htnjhccessed 30anuary2020].

41 https://www.vbs.admin.ch/de/verteidigung/schutzor-cyberangriffen.detal.document.html/vbs
internet/de/documents/verteidigung/cyber/Aktionsplafyberdefensel.pdf.html[accessed 30anuary2020].
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Swiss interests (e.g. critical infrasttures). The FIS is continuously furthering its capacities to
attribute malicious cyber activities to a perpetrator.

Where computer systems and computer networks located abroad are used to carry out
attacks on critical infrastructures in Switzerland, tRES may intrude into these computer
systems and computer networks in order to disrupt, prevent or slow down access to
information. The Federal Council shall decide on whether such a measure should be carried
out, as defined iArticle 37 of the Intelligence Service Act.

Explicit mechanisms are in place to enable the Armed Forces to provide subsidiary support to
civil authorities. These arrangements provide a cyber dimension to what are already well
established and tested mechanisms éuthorising general military support to civil authorities
during times of national crisis.

As stated in the implementation plan of the second NQ8any defined capabilities and
authoritiesrelated to cybersecuritare new and the expansion of capalidg is to be phased
in over the lifetime of the implementation plarfiull round-the-clockoperational capability is
expected to be achieved within the nemhe to twoyears. It is important to keepverall
resource allocatiominder review in order to enserthat it remains sufficient to meet the scale
and nature of thedefencerequirement.Comparing capabilities and performanicethose of
other countries, for example withifPartnership for PeadgfP)programmeor collaborative
exercises, would be one way achieve this.

D 1.6 COMMUNCATIONS REDUNDANCY

¢CKAa FFOG2N) NBOASga | 3A20SNYyYSyidaQa OF1
redundant communications among stakeholders. Digital redundancy foresees a cybers
system in which duplication and failure of any component is safeguarded byr fragaip.
Most of these backups will take the form of isolated (from mainline systems) but re
available digital networks, but some may be ndigital (e.g. backing up a digita
communications network with a radio communications network).

Stage:Strategic

Switzerland has a wedistablished crisis communications netwoNevertheless, according to
stakeholdersthe 2014 crisis management exercise identified that the national network was
not yet resilient to the full rangef cyber threats. The Federal Parliament baproved the
funding fora newsecurecommunicatiometwork that is resilient to physical, cyber and power
supply threats® This will supportederal authoritiescantons and the CI.

42 https://www.isb.admin.ch/isb/en/home/themen/cyber_risiken_ncs/umsetzungsplan.htfatcessed 30
January2020].

43 https://www.admin.ch/gov/de/start/dokumentation/medienmitteilungen.msigl-73034.html[accessed 30
January2020].
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RECOMMENDATIONS

Following the information presented during the review of the maturitCgbersecurity Policy
and Strategy the GCSCChas developed the following set of recommendations for
consideration by the Government of Switzerland. These recommentagmvide advice and
steps aimedat increasng existing cybersecurity capacity as per the considerations of the
/ Sy GOWMBCTBe recommendations are provided specifically for each factor.

R1.1

R 12

R13

R14
R15

R16

NATIONAL CYBERSECURITY STRATEGY

Conduct an independent evaluation of the governance of the NCS
implementationplan, which would give thefederal andcantonallevels geater
assurance that the necessary governance arrangements are in place and that the
strategic outcomes of the programnage on track for delivery.

Establish outcomeorientated metrics for each of the main areas of the
implementation plan, which in turn will feeidto the objectivesof the NCS.

INCIDENT RESPONSE

Ensure that incident response processes famrenally documented and shared
with stakeholders, including private sector partners, cantons and relevant
international partners.

BenchmarlNCSEapabilities and resources against international peers.

Assess the materiality of any restrictiormat exist to the sharing of information
between theNCSClaw enforcement,defence and the private sector. Material
gaps should be reported to thEederal CounciCybe Committee of theto
consider what, if any, mitigations are available to addtbgem.

CRITICAL INFRASTRUCTURE (CI) PROTECTION

Undertake a formal evaluation of Cl sectarglprovide the NCS StC (and through
them, the Federal Council Cyber Committee) with a progress dashboattubfee
sectors, in order to report to them the extent to which appropriate incident
reporting requirements, vulnerability disclosure requirements, and mandatory
standards are in place. Thraashboard should also include an assessment of
whether individual sector operators have the necessaagourcesin place to
meet their regulatory obligations (as allowed for in the CIP Strategyc20P2).
Benchmarking with international peemight provide some additional assurance
for the NCS StC that adequatsources arén place.
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CYBER DEFENCE

R17 Consider mechanisms for assessing cyber defence capabilities and performance
in comparison to other countries, for examplwithin PfP or collaborative
exercises.

COMMUNICATIONS REDUNDANCY

NO RECOMMENDATIONS
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DIMENSION 2
CYBERSECURITY CULTURE
AND SOCIETY

Forwardthinking cybersecurity strategies and policies entail a wide array of actors, including
Internet users. All those involved with the Internet and related technologies, such as social
media, need to understand the role they can play in safeguarding sensitive and personal data
as they use digital media and resources. This dimension underscores thelitenfrasers in
achieving cybersecurityhile alsoseekng to avoid conventional tendencies to blame users

for problems. This dimensiorreviews important elements of a responsible cybersecurity
culture and society such as the understanding of cyletated risks by all actors, developing

a learned level of trust in Internet servicesgevernment and eeommerce services, and
dzZAaSNBRQ dzy RSNRGFYRAYy3I 2F K26 (2 aldoRailsStieli LISNA2Y
existenceof mechanisms for accountabilityush as channels for users to report threats to
cybersecurity. In addition, this dimension reviews the role of media and social media in
helping to shape cybersecurity values, attitudes and behaviour.

In order to avoicambiguity, we would like to emphasissome of the differences between the

factors Factor 2.1 Cybersecurity Mirset focusespredominantly on awareness of good

cybersecurity practices within government, the private sector, and among users in general.

Factor 2.2 Trust and Confidence on theetnetz 2y G KS 20 KSNJ KI yRXI T2 0dz
when using the Internet in general;a@mmerce and g@overnment services. The focus here

is on procedures and mechanisms that enable users to gain trust and confidence, and the

dza SNE Q LIS ND S Liniskrgioés peo¥ided. Wikere ihBisBzeactors overlap on a topic,

GKS@ FLIINRBIFOK AG FNRBY (62 RAFFSNBYG LISNELISOGAC
while the other focuses on what can be done in order to increase confidence and trust among
users.Onine personal information protections a relevant consideration for both factors

Factor 2.3 User Understanding of Personal Information Protection Qumbrales aholistic

analysiof personal data protectioand focusesot only on awareness and estaifling trust,

but alsoon user skills, an ongoing public debate and the involvement of different stakeholders

in personal information protection initiativesthe particularities of available trainirand

education (e.g. for executives @drboards) which can also lead to more awarenesis

addressed predominantly in Dimension 3.
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D 2.1 CYBERSECURITY MBRD

This factor evaluates the degree to which cybersecurity is prioritised and embedded
values, attitudes, angractices of government, the private sector and users across satie
large. A cybersecurity mirgkt consists of values, attitudes and practiesluding habityof
individual users, experts, and other actors in the cybersecurity ecosystem thasathes
resilience of users to teats to their security online.

Stage:Formativeto Established

At the federal levelthe Federal IT Steering UnEITSY acts as an entitythat provides

standards and regulations fogovernmental institutions. It definedCT infrastructures
including securityelated specifications and practicé€s The implementation of these
measuregrovidesa solid foundation for cybersecurity practgand mindsetsacross federal
government entities.

Discussions with government stakeholders have underlined the assumption that a high level
of awareness and implementation of appropriate cybersecurity measures is prasessall
federal departments and institutions.

TheNCS@rovides a single point of contact for the general public and private businesses and
facilitates the effective cerdination of projectshat happen in collaboration with entities
outside thefederal administrationTheseactivitiescontribute tosupporingthe development

of a strategic mineset within the federal administration and beyon@ihese measures are
consideredo be significantlyrelevant for the continuous development and enhancement of
an adequate cybersecurity mirgkt.

FITSY publicationsaimed at all employees within the federal administratiaddress the
need forfurther raising ofawareness and the development strongercybersecurity habits,
practices and attitudes key to a cybersecurtind-set within the federal administration. The
standards and guidelinaegiscussed above have bebrought to theattention of employees

in managerial positionsTogether with the accoust from stakeholders within the federal
administration it appears thathe practice within government is established to strategic. We
have not been able to gather evidence of whether the cybersecurity +sétds also applied
across the whole government wh planning strategic projects that do not appear to have a
direct connection to cybersecuritynontechnical projects) The federal administratiof®
project management standard HERM&Scludes mention of IT security, but a stronger focus
on risks and general awareness of the impact of cyberspace on conventionédaiorical
projects might bevaluable

44 https://www.isb.admin.ch/isb/de/homel/iktvorgaben/sicherheit.htmjaccessed 30anuary2020].

45 https://www.bundespublikationen.admin.ch/cshop_mimes_bbl/48/48DF3714B1101ED99BF83C3BOBED701D.p
df [accessed 30anuary2020].

46 https://www.hermes.admin.ch/en/projectnanagement/understanding/tasks.htrfdccessed 30anuary

2020].
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Someof & A (1 Siade bugifReSsas are listeddratalogue oClonthe C h /stwébsite’’
Overall, our inquiries have shown that large businesses usually posstsategic or even
dynamic mindset.For examplethe listing in theClcatalogue implies that the businesses have
already been in contact with MELANI as a result ofitseNCS. CNéseregulated with regard

to cybersecurityby the respective regulatory bodieand have to account for their
cybersecurity measure®©ur dscussions with stakeholders indicated a strategic nset
within large businesenterprises

More generally, gbersecurity is proactively employed in practice and considered as an
important factor for business decisions. For SMEs, we found the-s@htb bemore varied
Awarenessraisinginitiatives exist: Measure 8 andVleasure13 of the NC&all for the co-
ordination of steps improving the cybersecurity miset for all businesses. Evidence for
awarenesgaising within SME$s provided2 Yy a 9 [ ! b L £ dncludiry caicheikist
containing relevant consideratiori$ ICTswitzerlanchas launched a camagn aimed at
improving the cybersecurity minset of SMEs on its website

A survey supports SMEs in detecting shortcomings and studies are provided that show the
level of cybersecurity awareness within SMEasnd the general publi¢’ These studies were
made in collaboration with the federal administration (including MELANI) rafiéct a
systematiceffort aimed atcreating a cybersecurity mirset in SMEs andmongthe general
public.

Nevertheless, discussie with stakeholders and the consultation of the results of the studies
have shown that further developments amarranted We conclude that for SMEs, an
awareness regarding cybersecurity exists thigre are risks in théigh number of SMBhat

do not cansider themselves to be a primary target for attackergsharception, which could
reduce good practicedowering the prioritisation of cybersecurity by SMEshould be
addressed.

Internet users are aware of the importance of cybersecurity. Nevertlgl€sTswitzerlanQ a
& ( dzBeécurity @n the Internét shows that they do not actively take measures to improve
their personal cybersecurityhis lack of priorigation, for both SMEs and private uselsad

us toassess the stage of this asparbeformative toestablished. For both SMEs almternet
users in generah higher level of cybersecurity awareness in termthefr exposureto risks
and adequateknowledge onprecautiorary measures is required in ordeo fully reachan
establishedstage

With regard to largéusinessesye would assess the stage to #eategic todynamic In the
case of government authorities, weelievethe strategic level is met, with the exception of
doubt on whether the cyberserity mind-set informs strategic planning ail governmental
projects and processes.

47 https://www.babs.admin.ch/en/aufgabenbabs/ski/kritisch.hti@ccessed 30anuary2020].

48 https://www.melani.admin.ch/melani/de/home/schuetzen/verhaltensregeln.htfatcessed 30anuary2020].
49 https://www.melani.admin.ch/melani/en/home/dokumentation/checklis@nd-instructions/meikblatt-it-
sicherheitfuer-kmus.html[accessed 30anuary2020].

50 https:// ICTswitzerlangth/themen/cybersecurity/check/accessed 30anuary2020].

51https:// ICTswitzerlangth/publikationen/studien/cyberrisikeiin-schweizeskmu/ [accessed 30anuary2020].
52 https:// ICTswitzerlangth/publikationen/studien/sicherheitm-internet/ [accessed 30anuary2020].

36| Cybersecurity Capacity Revi@witzerland 2020


https://www.babs.admin.ch/en/aufgabenbabs/ski/kritisch.html
https://www.melani.admin.ch/melani/de/home/schuetzen/verhaltensregeln.html
https://www.melani.admin.ch/melani/en/home/dokumentation/checklists-and-instructions/merkblatt-it-sicherheit-fuer-kmus.html
https://www.melani.admin.ch/melani/en/home/dokumentation/checklists-and-instructions/merkblatt-it-sicherheit-fuer-kmus.html
https://ictswitzerland.ch/themen/cyber-security/check/
https://ictswitzerland.ch/publikationen/studien/cyberrisiken-in-schweizer-kmu/
https://ictswitzerland.ch/publikationen/studien/sicherheit-im-internet/

D 2.2 TRUST AND CONFIDENCE ON THE INTERNET

This &ctor reviews the level of usémust and confidene in the use of online services
general, andf e-government and ecommerce services particular.

Stage:Formativeto Established

A keysource for ouobservationson user trust and confidence on the Internet ipapulation

& dzNJJ SSecugty/on the Internétpublished bylCTswitzerland® which complements our
discussions with stakeholders: While these discussions included some stakeholders who
provided insights to the situation in Switzerland, they are limitedyéwernmental entities,
specific business sectors or large businesses.

While users are aware of cybersecurity risks, thahyow limited practices supportiveof
adequate cybersecumgt For example, st users are aware of the necessity of antivirus
software and are aware that they are exposedritection as well as otheisks.At the same
time, users feel that they lack the understanding ofatimeasures would be useful in order
to better protect themselves fronvariousrisks on the Internet.

Moreover, he study shows thathe number of usersvho areaware of risksappears to be
growing. Notwithstanding this trendtheir current practices with respect to seHprotection,
such as password security or identifying suspicious emails or malicious wehsreant
further enhancement

Most people refer to friends and family when seekamyice or in terms of improving their
practice. A systematic approach towards making users aware of the risks they might be
exposed to and providing recommendations for best practices seems to be missing. We
therefore believe that the stage of user trush the Internet cannot be rated higher than
established.

ISPs provide information on best practices on the Inteffibbwever,these measures should
be advertised more proactivelgnd creativelyjn order to advocate a widscale recognition
and adoption of best practices. A ardination of recommendatiomacross ISPs might be
useful, in collaboration with the best practices published by MEEANI

The situation with regard to usaronsent policies on websites seems unclé@m the
information provided by federal entities. While the Federal Data Protection and Information
Commissioner (FDPIC) provides some information on adequate measures on its website,
these mostly rely on European law (GDPR). It is recommended thatsalebseshould be
compliant withEuropean regulations and laws’’ The current state of information, however,
seemsto be out of date to some exterdnd the data provided across the websites of the

53 https:// ICTswitzerlangh/publikationen/studien/sicherheiim-internet/ [accessed 30anuary2020].

54 https://www.swisscom.ch/de/about/unternehmen/portraet/netz/sicherheit.htnfaiccessed 30anuary2020].
55 https://www.melani.admin.ch/melani/de/home/schuetzen/verhahsregeln.htm[accessed 30anuary2020].
56 https://www.edoeb.admin.ch/edoeb/de/home/datenschutz/Internet_und_Computer/erlaeutagenzu-
webtracking.htmlaccessed 30anuary2020].

57 https://www.kmu.admin.ch/kmu/de/home/praktischesvissen/kmubetreiben/e-commerce/euregelung
zumdatenschutz.htm[accessed 30anuary2020].
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federal administration seem®o complexfor many usersThis might reduce the ability of
SMEs to fully adopt the provided recommendations

TheSwiss data protection laig currentlybeing revisedThe goal of this process is to update

the law with regardo digital data,and tokeep the9 dzNB LIS | y / ade¥qddcyasiatug vy Q &
for Switzerlandwith regard toGDPR? It is noteworthy that it is assumed that a significant
amount of time (nore thantwo years) will pass before the new data protection law will be
binding for Swissompanies doing business only inside Switzerldiodeach theestablished
stage,userconsent policiesvould needto be adoptedoroadly andoe advertisedas soon as
possible in a coaordinated manner.These further institutional refinements should not
diminish what is a clear commitment across government to data protection, as discussed
below.

E-governmentinitiatives in Switzerland arevell describedon a dedicated websit®f the
federal government® Due to the federalised structure of Switzerlandaege proportionof
governmental services are provided by the cantons #mel municipalities The federal
website outlines a clear concept for the amdination and harmonisation of-government
servicesalong with key milestones for achieving these géaladditionally, acentralised
portal existsto helpusersto find which egovernment serviceare availablepn which leve]
and how they can access them

That saidnot all egovernment services are providdyy all cantons or local entitiest this
time. For example, the service for registering a change of permamesidenceis currently
adopted by 13 cantonsut is anticipated tchavebeen adopted by most cantons by the end
of 202Q°

This pattern ohdoptionfollowing a diffusiormechanismis in line withthe nationalcharacter

of Swiss federalispenabling fast and broad adoption and provision of services in order to
fully develop themwhich also enablesome innovation from the bottom upAuthorities do
seek tocontinually publish their developments ofgovernment services.

The principle of pvacyby-default is manifested in Swiss law and advertised by the central e
government portal as a principle for the provision of service$he 2019 national e
government studyprovides evidence related to levels ifist in egovernment services' It
showsthat demand within the population and among businesses fgogernment services

is high. Approximately half of all individuals, howewerygesthat their distrust in sufficient
data protection andhe adequacy o$ecurity measurefashindered them from usingsome
e-governments service®\lso, more thaml0 percentof users indicate that they have trouble
finding access to-government services.

58 https://www.mll-news.com/revisiordsgkommissiordesnationalratesschliesstoeratungab/

59 https://www.egovernment.ch/de/[accessed 30anuary2020].

60 https://www.egovernment.ch/de/umsetzung/schwerpunktplan/zugaizg-elektronischen
behordenleistungen[accessed 30anuary2020].

61 https://www.ch.ch/de/ [accessed 30anuary2020].

62 https://www.egovernment.ch/de/umsetzung/schwerpunktplandemzugschweiz/[accessed 30anuary
2020].

63 https://www.egovernment.ch/de/dokumentation/rechtlichdragen/datenbearbeituneund-
datenschutz/grundlagenfaccessed 30anuary2020].

64 https://www.egovernment.ch/de/dokumentation/nationale-governmentstudie-2019/ [accessed 30anuary
2020].
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We assume that these results do not yet take into account ri@st recent provision of
information on egovernment services on théderal websites Neverthelessthese are
perceptionstake timeto change Also, lhusinesses indicate that they find it congated to
acces®-governmentservices and that registration procedures are tediddisce again, recent
updates ofthe portals andrelated online informationmay address some of these concerns,
but these additions are recent to theegovernment portals antime is required for users and
businesses to apt to them. Based on these observatioresgovernment services ajadged

to be at anestablished tcstrategic stage Over timewith further co-ordinated campaignave
would expect the nation taeach astrategic levelfor user trust ine-governmentservices

Again, the stakeholder representation with regard t@@nmerce services did not facilitate
us to draw immediate conclusions dne quality of ecommerce solutions and how trusted
they are by users general. However, we have found studies in our deskaesh, which are
referred to below. They show that@ommerce users generally experience very few problems,
which contributes to a high level of trudE=commerce services in Switzerland are provided
mainly by large businesses such as baaks insurancefirms. As outlined earlier, some of
these are considere€land, as discussed abovéhe provision of ecommerce servicem
these casesan be considered to be onhaghlevel. With regard to digital payment systems
the Swiss National Bank functions agutator.® The actual provision of interbank payment
systems islelegated toSIX Interbank Clearifigwhich is considered tprovideworld-leading
payment systemsCorrespondingly, idital and online payment systems are widely adopted
within Switzerland ad their use is continually increasifg

The most widely adopted mobile payment mechanisnmarketed under the brand TWINT
and isco-owned by large Swiss bankscludingCS, UBS, PostFinance, and SIX. Studies by the
Swiss Payment Monitétshow how users make use tifese and othepayment methods.

The lates study concludes that the digital, online, and mobile payment solutions have reached
a saturation of publicity with valuesf more than90 percent® The study also shows that
payment nethods used for &€ommerce argoositively perceivedoverall In particular, they

are perceived a®eing more secure thaninsecure andmore trustworthy than suspicious.
Participants of the study generally have a very thorough and broad understanding afysecu
with regard to payment systems anbey are mostly concerned about data integrity, data
manipulation, confidentiality and user data protection. We consider tihibe an important
indicator for concluding that security and privacy do not compete witbpect to digital
payment methodsin this nation For all these reasons weonsider digital payment
mechanisms to bat adynamicstage

With regard to the adoption of-eommerce practices across businesses outside of banking
(i.e. onlineshopping), the Federal Statistical Off{#&Oprovides a usefustudy, entitled E
Commerce in der Schweiz 292017, which provides and analysekata gathered between
2010and2017.° Overall, the number of people making use ef@mmerce hagonsistenty

65 https://w ww.snb.ch/de/iabout/paytrans/sic/id/paytrans_swiss_interbank_clearingf@cessed 30anuary
2020].

66 https://www.Six-group.com/interbankclearing/de/home/paymentservices.htmfaccessed 30anuary2020].
67 https://www.hslu.ch/-/media/campus/common/files/dokumente/h/dimedienmitteilungerund-
news/2018/w/2018 105studie-mobile-payment.pdf?la=deh[accessed 30anuary2020].

68 https://swisspaymentmonitor.ch[accessed 30anuary2020].

69 https://medien.swisspaymentmonitor.ch/SPM19_Booklet _en.pafcessed 30anuary2020].

70 https://www.bfs.admin.ch/bfs/de/home/statisiken/kataloge
datenbanken/publikationen.assetdetail.6226863.htatcessed 30anuary2020].
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increased over the period from 2010 to 2017. In 2017 pé&&entof participants indicated

that they bought goods or services online. The study emigkaighe potential for an increase

in usageof e-commerce among the Swiss populatioime out of ten consumers buy less than
one productor service per week via online shopping platforms. Furthermore, more than 50
percentof e-customers make use of only four types of goods or servicassport tickets,
clothing and sports equipment, tralVeaccommodation, andtickets for events or
performances. This suggests that the provision-obmmerce services is unevenly distributed
across different private business sectors. Hence, we suggest that the further adoption and
promotion of ecommerce sericescould befacilitated, with a particular focus on SMEs.

The FSO study also indicates that particular problems with regarectorenerce are only
experienced hyfive percent or less of the users. Only a smalimber of problemsare
connected with fraugdwhile no particular problems with regard to cybersecurity seem to be
listed.

User trust in ecommerce services in Switzerlaagpears, therefore, to bgenerally high and
the number of cybersecurity incidentslatively low. The governmenprovides supprt for
businesses new to-eommercemost of which areSMES™* While some business sectors are
organised internally angrovide codes of conduct and information on best practices with
regard to ecommerce, e.g. theVerband des Schweizerischen Versandhisfidéostal
shopping), we have not found this to be the case across all sectors.

Even though wgudgethe security level of @ommerce in Switzerlani be high, we suggest
that this assumption should be supported by gatherimgre data on security incidents
specific to ecommerce. Moreoversectorspecific ceordination approaches with regard te e
commerce could be usefurhe federal government provides someopart with its portal for
SMEsWe believe that a systematic adoption béstpracticesisuseful and also increaséhe
adoption of ecommerce across aiectors We conclude that user trust in-@mmerce
serviceshas reached atrategic to dynamic stage

In summary, user trust in-eommerce services is very higtated at astrategic todynamic

stage. Data on-eommerce cybersecurity incidents should be continually and systematically
gatheredin order tomove to adynamic stage.®€ommerce mighbe further adopted across

all sectors and cordinated within the sectorial trade organisationsgBvernment services,

on the other hand, are not yet perceivéd have anadequate level of trust in order tmeet

the strategic stage. We recommend continued promatiof the new platforms further

raisingof awarenessdemonstrations of success,y R Iyl f @aia 2F dzZ&ASNBQ | il
governmentWith regard to user trusin the Internet, onlyformative toestablished stage can

be granted. In order to achievestalished stage, the new data protection lastould be

advertised and implementedVe anticipate the measures in the law will result in an increased

level of user trustFurthermore, i order to reachasii NI 4 S3A O & Gpro&ian dza SNA Q
abilities require substantial improvement.

1 https://www.kmu.admin.ch/kmu/de/home/praktischesvissen/knu-betreiben/e-commerce.htmlaccessed 30
January2020].
72 https://www.vsv-versandhandel.chfaccessed 30anuary2020].
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D 2.3 USER UNDERSTANDING OF PERBOHMOR®RMATION
PROTECTION ONLINE

Thisfactor looks at whether Internet users and stakeholders within the public and pri
sectors recognise and understand the importance of protection of personamation
online, and whether they are sensitised to their privacy rights.

Stage:Established

As outlined previously, th&wiss data protection law is currently in the procesdeing
adapted by parliament’® Thenew Swiss data protection lavs being designed with the goal

of beingacknowledged by the European Commission as a-antly country with equivalent
data protecion law.Some expertassume that the new law will not be finalised before the
end of 2020 and thatenforcement of the law willtake another two years, at least
Nevertheless, most companies incemmerce have already adopted GDPRcompliant
procedures angrractices. It is further assumed that compliance with the basic principles of
the new Swiss data protection law wilhve been strongly encouraged for all businesses
before its final versiois released.

The Federal Data Protection and Information Commissi (FDPI)astaken an important

role when considering data protection practices in the private sector or the fedmmalpnal

or local administratiorlevels FDPIC supervises and advises private organisations and public
bodies and publishes reports aboiits findings.In practice, businesses have to comply with
the standards of data protection due to this monitoring process of FORICredu@sthe risk

of security and privacgbjectives competing with one anotheFhereforesome indicatorgor

the strategic stageare present

However, we are sceptical about the general ability of users and stakeholders to intuitively
take precautions with regard to personal data protectiansystematic approach to personal
online data protection is nottapresentvisibly advertisedon the respectivewebsites We
considerthis to be a minimal requirement in order to increasawarenessand enable self
protection ofthe general public. Both FDC and MELANI have limited recommendations for
data protection on their websites but we consider a more systematic approach to be
necessary in order to reachstrategic stage. A portal, similar to thegovernment portal
mentioned earlier, might be a uid approach; we assume that such a portal could be set up
collaboratively by the=DPIC andNCSCFurthermore we recommend that studies should
analysethe ability ofusers to protect their personal data, and their perceptimhactivities
undertaken byawarenessraising or supporting entities within and beyond the federal
administration.

We cannotrate this factorat a strategic stageat this time due to the ongoingdegislative
process and missing studies, and our impression of lesgdinated information provision
for the general public thais desirable. Nevertheless, we would like to emphasise that
established stage is clearly m@¥e have found eidenceof constant public debatéhat keeps

73 https://www.mll-news.com/revisiordsgkommissiordesnationalratesschliesstberatungab/ [accessed 30
January2020].
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data protection in the public ey&’>’¢ Organisationsaddress personal information protection
and encourage public awareness and debates. Examples dtee Stiftung fur
Konsumentenschutz (a foundation ained at protecting consumer interests)Digitale
Gesellschaft (a society for the protection of civil rights and consumers in the digital age) and
the data protection section of the NG@®umanrights.ch® The canton of Zurich further
provides its own online personal protection porfal the general publi¢® We conger the
information provided by this platform as very udecused providing easily implementable
measures foonlinepersonal data protection, and would consider a similar platfatfederal

level (or delegated to all cantons) as usefibst practicdhy some cantons could well be a
mechanism for diffusing valuable innovations across the stataddition, ublic debateon
personal information protectioh & ¥ dzNJIKSNJ Sy KIFyOSR oeonthes A 1 SNI Iy
background of the ongoing data protéah legislation process.

D 2.4 REPORTING MECHANISMS

This factor explores the existence of reporting mechanisms functioning as channels fo
to report Internetrelated crime such as online fraud, cybeitlying, child abuse online
identity theft, privacy andgecurity breaches, and other incidents.

Stage:Formative

MELANI provides a reporting mechanism for cybersecurity inciaemth is mainly aimed at
technical support and (voluntary) monitoring of incideAtd-urthermore, casesubject to
prosecutioncan be raised with the according entitiesaaintonalpolice anda limited number

lie within the competency of théederal police for example, illegal pornography (a term used
by the federal administration which includes bunist limited to child abuse imagery) has to
be reported to the federal policelue to federal legislationHowever,this distribution of
reporting mechanismamongpublic authoritiesmight lead to userencounteing difficulties
with finding the correct enty to which they should report incidents. A Swiss online news
portal elaborates on the reporting challenges within a federalised structteeen though an

74 https://www.tagesanzeiger.ch/digital/internet/sechuetzersie-ihre-privatsphaere/story/1324872faccessed
30January2020].

75 https://www.beobachter.ch/digital/sicherheit/datenschutim-internet-so-schutzenrsie-ihre-daten-vor-google
co[accessed 30anuary2020].

76 https://www.blick.ch/life/wissen/technik/privatedatenwie-schuetzeich-meine-privatsphaereim-netz
id15295397.htm[accessed 30anuary2020].

7 https://www.konsumentenschutz.ch/wisschuetzeich-meine-datenrim-internet/ [accessed 30anuary2020].
78 https://www.digitale-gesellschaft.ch/2019/1/12/schutzniveawdarf-beim-profiling-im-vergleichzum
heutigendatenschutzgesetnicht-gesenkiwerdentotalrevisiondesdatenschutzgesetzeisn-staenderat/
[accessed 30anuary2020].

9 https://www.humanrights.ch/de/menschenrechtechweiz/inneres/person/datenschutfaccessed 30anuary
2020].

80 https://dsh.zh.ch/internet/datenschutzbeauftragter/de/meidatenschutz/digitalesselbstschutz.html
[accessed 30anuary2020].

81 https://www.melani.admin.ch/melani/de/home/meldeformular/formular0.htnjaccessed 30anuary2020].

82 https://www.netzwoche.ch/meinungen/20197-16/am-online-polizeischaltersind-keine-cybercrime
strafanzeigermoeglich[accessed 30anuary2020].
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https://www.digitale-gesellschaft.ch/2019/11/12/schutzniveau-darf-beim-profiling-im-vergleich-zum-heutigen-datenschutzgesetz-nicht-gesenkt-werden-totalrevision-des-datenschutzgesetzes-im-staenderat/
https://www.humanrights.ch/de/menschenrechte-schweiz/inneres/person/datenschutz/
https://dsb.zh.ch/internet/datenschutzbeauftragter/de/mein-datenschutz/digitaler-selbstschutz.html
https://www.melani.admin.ch/melani/de/home/meldeformular/formular0.html
https://www.netzwoche.ch/meinungen/2019-07-16/am-online-polizeischalter-sind-keine-cybercrime-strafanzeigen-moeglich
https://www.netzwoche.ch/meinungen/2019-07-16/am-online-polizeischalter-sind-keine-cybercrime-strafanzeigen-moeglich

online reporting mechanism for crime called ePdlickas been set up, only 13 cantons
participate in it and the tool does not provide the option to submit cybercrime cases.
Discussions with stakeholders have shown that the practical abilitieargbnalpolice with
respect to cybercrime vary substantially and, conseqlygittmight be more difficulto report
cybercrime cases in some cantombese efforts should be more harmonised

Since reporting channels do exist but no evideatea holistic ceordination ha been found,

we assess the stage of ttiactor asformative. There is some emrdinationwith regard to the
promotion of the existing reporting mechanisms, in that the web presences of FDPIC, MELANI,
cantonaland federal police often refer to one anothend MELANI provides a listing of which
entities are responsible for what type of reportinieverthelessywe recommend that the
reporting mechanismshouldbe coordinatedat federal level and the mechanisms should be
promoted by means of a usdriendly interface and campaigrisat allow users to access the

right reporting tool quickly and centralljyVe note that the second NCS lists a measure
(Measurel?2) for establishing eentral entity for the ceordination of cybercrime.

D 2.5 MEDIA AND SOCIAL MEDIA

This factorexplores whether cybersecurity is a common subject across mainstream n
and an issue for broad discussion on social media. Moreover, this aspect speaks ab
role of media in conwéng information about cybersecurity to the public, thus shaping tl
cybersecurity values, attitudes and online behaviour.

Stage:Establishedo Strategic

Due to limited access to stakeholders in the area of media and social media, we mostly rely
on opensource information for the assessment of this factor. That said, we have found
several examples of media covering cybersecurity in theistdaday activites.NZZ a leading
high-level Swiss newspaper, has recently launched a technology sé€diviits website. It
incorporates the wide coverage of topics concerning technology and cybersecurity. This
accounts for a systematic and thorough coverage of cybersecurity and technology. Over the
past six months, we have found that articles by NZZ areladgureleased, not only on
specifically technological topics but also with a focus on society and technology.

{6AGTI SNIIYRQ&a Lzt AO oNRBIROIFIalAy3 O2YLI ye
Examples are the science -MagazineEinstein which ras recently released an issue on
blockchain technolog{’ SRF Digitédlis a podcasting and social media initiathsethe public
broadcasting companwhichaddresesd 3S S a ¢ I ahdwhighlalShddiddresses

83 https://www.suisseepolice.ch/#/home/accesse®0 January2020].

84 https://www.nzz.ch/technologidaccessed 30anuary2020].

85 https://www.srf.ch/play/tv/einstein/video/so-gehtblockchain?id=17774c#fbb-4599-bb9c5864c7f0c675
[accessed 30anuary2020].

86 https://www.youtube.com/watch?v=89n8xnglF§dccessed 30anuary2020].
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cybersecurity’’ The public broadcastingpmpany also frequently releases articles aavs
storiesabout current cybersecurity incident§

The Advertisement and Media Research Soci@EMF report of 2018 list20 Minutenas
{ 6 A G171 SNJI -teafl Rewspapérp Both print and onlingormats. We have the impression
that cybersecurity topics are covered very frequenitlyy Examples of other popular
newspapersHlick Beobachtey and their coverage on cybersecurity isshage been found.

Most newspaper websites offer commentary functions below the articles, which are used very
frequently, also for topics on cybersecurity. The Swiss broadcasting company offers such
commentary functions as welDn social media platforms su@s Facebook, we have been
unable to locate any substantial evidence of discussiomewison cybersecurityHowever,

we have not found any particular studies that could inform this impression and it might be
suggested thasuch a study should be facilied in order to inform future assessmeni/e

do acknowledge the commentary function of online news websites as evidence of social
media activity.

Our impression is thagstablished stage has been reached, based on the evidence we have
found in newspapers and online news portals. However, we are unsure whether the type of
articles published are adequate for assessing the staggraiegic. In particular, we have

found onlya limited amount ofnews coverage of cybersecurity measures. We suggest that
O20SNI 3S 2F O&8 0 S NA BeQaizMdenitidisedd ar Ahafithie SW dafibik 0 S
broadcasting company might consider specific coverage in some of their consumer magazine
formats. Furthermore, a study aimed specifically at analysing the coverage of cybersecurity
incidents and best practices in the media could be useful for future assessriibetederal

Office of CommunicationfOFCONI provides studies on media usage angits, where
cybersecurity coverage could be includéd

87 https://www.srf.ch/sendungen/digitaplus[accessed 30anuary2020].

88 https://www.srf.ch/news/wirtschaft/cyberattackerin-der-schweiztransparenzbringt-am-ende-mehr-
sicherheitfaccessed 30anuary2020].

89 https://www.20min.ch/finance/news/story/NeueSchweizeiPlattform-fuer-Cybersicherhei24098690
[accessed 30anuary2020].

90 https://www.20min.ch/digital/news/story/6-Mal-mehr-Problememit-Sicherheitbei-Whatsapp10519154
[accessed 30anuary2020].

91 https://www.bakom.admin.ch/bakom/en/homepage/electronimedia/studies.htm[accessed 30anuary
2020].
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RECOMMENDATIONS

Based on the consultations, the following recommendations are provided for consideration
regarding the maturity o€yberculture and societyThese aim to provide possible next sdep

to be followed to enhance existing cybersecurity capacity as per the considerations of the
D/ { /GMNa

CYBERSECURITY MBEY

R2.1 SMEs need tbe supported irprioritising cybersecurity in their strategic
decisions as part of their mirgket. Awareness about cybersecurity risks for all
SMESs needs to be raised broaalgross all sectors

R22 Users need to adapt their mirgkt in order to understand their exposure to
cybersecurity risks an adapt their practices and thinking with regard to
adequate measures. Currently, users do not prioritise cybersecurity enough and
underestimate the possility of being a targetthis might be addressed by
more broad awareness campaigns

R23 Government agencies need to adapt their miset to assess cybersecurity risks
more broadly.

TRUST AND CONFIDENCE ON THE INTERNET

R24 Data on ecommerce cybersecurity incidents should be continually and
systematicallygathered

R26 Ase-commerce is further adopted across all sectors, ensure that cybersecurity
standards are maintained. Work with sectoral trade organisations to make sure
that e-commerce solutions can be rolled out in a secure and affordable way

R27 The new egovernmentplatforms require further promotionand the analysis of
dza SNE Q | G ( A-godef@ent sbiofldte bidRtdued

R28 The new data protection law should be advertised to all businesses, with a
particular focus on SMEs. Users should also be ssatsiid their rights
according to the new law

R29 Inordertoreacrsi NI G S3 A O & tpiotaclon ahiltieSragai@ & St F
substantial improvementCampaigns and a dedicated portal should be
implemented and its effect on user practice should be monitoreorier to
RS©OSt 2 L) -pxieStiNdabilities S t F
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USER UNDERSTANDING OF PERSONAL INFORMATION PROTECTION ONLINE

R210 The new data protectiorlaw should be advertised and enforced as early as
feasible and reasonable. In case anticipadedorcedpractices or general
principles of the new law can already be published and advertised prior to the
f I 6Q& ¥ ihsshbuldde dorfe Apgliically and legally feasible

R2.11 Awarenessgaising best practices, and information on legislation in place have
to be providedcentrally,by means of one designated online portal. We suggest
the provision of practical and uséiendly guidanceimilarto that provided on
the website of thedata protection entity of the canton of Zurich
(www.datenschutz.ch

REPORTING MECHANISMS

R212 Reporting mechanisms should be-aalinated and advertisethrough a
centralised portal

R2.13 Metrics should be gathered on the use of any reporting mechanisms and the
user awareness of reporting mechanisms

MEDIA AND SOCIAL MEDIA

R214 Data on cybersecurity coveragrethe media potentially including social media,
should be included in the OFCOM media surveys

R2.5 Government should collaborate with media (ergdio and T\étations) in order
to promotetips and best practices for users.
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DIMENSION 3
CYBERSECURITY
EDJCATION, TRAINING
AND SKILLS

Thisdimension reviews the availability of cybersecurity awarerregsing programmes for
both the public and executives. Moreover, it evaluates the availability, quality and uptake of
educational and training offerings for various groups of government staller®l private
sector and the population as a whole.

D 3.1AWARENES®BAISING

This factor focuses on the prevalence and design of programmes to raise awaren
cybersecurity risks and threats as well as how to address them, both for the general
and for executive manageent.

Stage:Formative

The NCS addresses, as has been outlined in Dimension 2, @#hd NCSQGakes the leading
role for any awarenesgising measuresTwo projects have been defined in order to
accomplish¢ . One of them outlines the steps for a broad awareressing campaign, the
other defines how a public information portal will be implementdte online portd does
not yet exist and the awarenesaising programme is not yet accessible for the general public
We believe that both will contribute to reachimgtablished stage

We note a variety of awarenesaising campaigns from public and private entities are already
available which indicate thatformative stage is clearly meThe Swiss Internet Security
Alliance provides an online platform callé@larry.°” This platform is aimed at the general
public and provides useful information on digital and online security best practices. The
organgation providingthe platform haspublic sector entities such amntonalpolice units

and private businesses such as bankslecommunication companiesand network
infrastructure provideramong its membersAnother platform called&Bankingout secure®®

92 https://ibarry.ch[accessed 30anuary2020].
93 https://www.ebas.ch/en/[accessed 3Qanuary2020].
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provides users with best practices fobanking. The platform is maintained by thacerne
University of Applied Sciencasd Arts It is supported by a high numberedntonaland local
banks as well as some larger financial institutasally, some governmental entities provide
information that can be considereas ¢ in nature. Apart from information issued fmantonal
entities, the levelsof whichvary, the Federal Office of Poli¢kedpol) provides some¢ and
best practices* MELANalsoprovides similar but more thorough information on its website

While all of these platforms exist, they are not-aainated and oftenack pointers to one
another. Furthermore, they have not yet been appropriately advertisdtie general public,

in order to address a wide range of demographit& believe this will be achieved by the
creation of oneonline portal as outlinedunder Measure29 of the NC8nplementation plan

It should be noted, however, that we have not yet found any evidence for a planned
development of metrics which would allow the effectiveness of awaremaising
progranmesto be measured

We have found no measures tine NCS which are specific tp for executivesand boards
Some parts and projects bfeasure 2 andleasure 2&how a connection ta; for executives.
Nevertheless, it would be useftd specificallyinclude this aspect in measures or projeots
the NCSDiscussions with stakeholders have shown that large businesses hagldevel of
awareness among executivashich would indicate strategic to dynamic stage for most large
businessesn Switzerland.In the cybersecurity contextwe have oulined that SMEs are
important for Swiss economy and its GIDscussions with stakeholders have shown that the
financial and telecommunications sector is strongly awareybkrsecurityrisks, even in the
case of SMEddowever, in Dimension 2 we have on#d that SMEsin generalseem to
underestimate their exposuréo cyberattacks;SMEexecutives presumably assume the risk
for their business is low. Support on protectimom cybercrimé® and information about
suitable IT infrastructur& s available onre websiteofi KS { 6 A a4 / SMEPBRSNI G A 2y ¢
However, the information provided is & rather technical nature; it does not include
considerations on the identification of strategic assetgybersecurity risk assessments.

We conclude that executds of SMEs are generally aware of cybersecurity problems.
However, the priorigation of cybersecurity as a strategic concern requires specific awareness
campaigns for executives of SMEs. We assess the stage of executive awareness in the case of
SMEsasformative In order to reaclestablishedstage, a stronger focus and risk identification

and the prioritisation of cybersecurity in businesses of any size across all sectors would be
required Cybersecurity should also bensidered irpublications, and remmmendations of

trade organisationscross all sectors, since their recommendations tend to keepohctically

binding nature for SMESheNCSQouldbe mandated tcencourage and cordinate these
activities.

94 https://www.fedpol.admin.ch/fedpol/en/home/kriminalitaet/cybercrime.htnflaccessed 30anuary2020].
95 https://www.melani.admin.ch/melani/de/home/schuetzen.htnfhccessed 30anuary2020].

96 https://www.kmu.admin.ch/kmu/en/home/concreteknow-how/sme-management/itsecurityand-
infrastructure/it-securityinfrastructure.html[accessed 30anuary2020].

97 https://www.kmu.admin.ch/kmu/en/home/concreteknow-how/sme-management/itsecurityand-
infrastructure/informationtechnologyinfrastructure.html[accessed 30anuary2020].
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D 3.2 FRAMEWORK FOR EDUCATION

This factor addresses thimportance of higkguality cybersecurity education offerings ar
the existence of qualified educators. Moreover, this factor examines the need for enh
cybersecurity education at the national and institutional leaet the collaboration betweer
govenment and industry to ensure that the educational investments meet the needs ¢
cybersecurity environment across all sectors

Stage:Formativeto Established

Education is under the sovereignty of the cantonsSimitzerland® while the federal level
facilitates ceordination and harmonisationEducational institutions including universities,

are controlled and supervised by the cantons, with the exception of the two federal institutes
of technology and small nmber ofaffiliated institutions.

Primary and secondary schaaducation is harmonised across the Gernspreaking cantons

by means of the projedtehrplan 2F° with similar projects existing for the other language
regions A module dedicated tanedia andcomputers is part ot.ehrplan 21 Its contents
include secure data processing, ethical use of (online) media, risks in media and cyberspace,
cybermobbing, etc Equivalent programmes exist for the Frergfheaking cantoris' and the
Italian-speaking canton of Ticing” The competency for teaching the contents are acquired

at one of the cantoal pedagogical universities. We have found several exampladwainced
education opportunities at pedagogical universiti€s® However, so far, only one
pedagogical university offers a course with a certification: the pedagogical university of
Lucerne offers &CAS in Media and Computefie teachers'®> We suggest that official
certifications for teachers should be offered more broadly across Swiss pedagogical
universities,particularly in the French and Italianspeaking parts of Switzerlan&eyond
school educatorswe have also founavidence of edudars at university level who draw
experience from their work in the industry.

The Swiss system of education has a strong focus on apprenticeships. The apprenticeships are
concluded with a federallpcknowledged certification for their respective professi®eople
working for businesses are generally expected to hold at least an apprenticeship specific to
their job; alsg SMEs offer such apprenticeships in collaboration with the industrial education
bodies. We have found that a humber of apprenticeshipes available for ICT specialists.
Some are more focused on figtvel support while otherprioritise software development or

98 http://www.edk.ch/dyn/16342.php[accessed 30anuary2020].

99 https://www.lehrplan21.ch/[accessed 30anuary2020].

100 hitps://v-fe.lehrplan.ch/index.php?code=b|10|0&la=ygaccessed 30anuary2020].

101 hitps://www.plandetudes.ch/web/guest/miticfaccessed 30anuary2020]

102 https://scuolalab.edu.ti.ch/temieprogetti/pds/Pagine/Contesti-Formazionegenerale/Tecnologie-
media.aspfaccessed 30anuay 2020].

103 hitps://www.phbern.ch/weiterbildung/weiterbildungssuche?keys=20.631.06&paglerctessed 30anuary
2020].

104 https://phzh.ch/de/Weiterbildung/Schwerpunkte/Medienbildurand-Informatik/grundlagenkuranedien
und-informatik/ [accessed 30aruary2020].

105 https://www.phlu.ch/weiterbildung/studiengaenge/casedienund-informatik-fuer-lehrpersonen.html
[accessed 30anuary2020].

49| Cybersecurity Capacity Revi@witzerland 2020


http://www.edk.ch/dyn/16342.php
https://www.lehrplan21.ch/
https://v-fe.lehrplan.ch/index.php?code=b|10|0&la=yes
https://www.plandetudes.ch/web/guest/mitic/
https://scuolalab.edu.ti.ch/temieprogetti/pds/Pagine/Contesti-di-Formazione-generale/Tecnologie-e-media.aspx
https://scuolalab.edu.ti.ch/temieprogetti/pds/Pagine/Contesti-di-Formazione-generale/Tecnologie-e-media.aspx
https://www.phbern.ch/weiterbildung/weiterbildungssuche?keys=20.631.06&page=1
https://phzh.ch/de/Weiterbildung/Schwerpunkte/Medienbildung-und-Informatik/grundlagenkurs-medien-und-informatik/
https://phzh.ch/de/Weiterbildung/Schwerpunkte/Medienbildung-und-Informatik/grundlagenkurs-medien-und-informatik/
https://www.phlu.ch/weiterbildung/studiengaenge/cas-medien-und-informatik-fuer-lehrpersonen.html

backend and network services® The apprenticeshifnformatiker/in EFZ Systemtechuilso

emphasises the aspecbf security andinformation protection'®” Continuing vocational

education after finishing an apprenticeship is offered by means of further certifications or

diplomas. A certification calle@yber Security Specialist Efi&rs training specific to security

and defence oft y 2 NBHI Yy A al (A% yiRe@after, /cantinue@ Spéclation is

possible by means of the diplom&T Security Expert ED Employees are enabled to

holistically assess securtglevant exposure of an organisation and to define and assess

security measures. Continued assessment, analysis and development of processes in an
organisation is a priority for specialists with this diploma. Hence, they incorporate a bridging

NREfS 0SG6SSy L¢ aLISOAlLtAada YR 'y 2NHFYAAlFGAZ2

We have foud several university degrees specific to cybersecarity list some exampleas

follows: the LucerneUniversity of Applied Sciencesd Artsoffers undergraduate® and
postgraduatéadvanced trainingdegrees in Cyber Defencelybersecurityand Digital

Forensics''* The Federal Institute of Technology in Zuri&Tl Zurich2 FFSNAR | Yl &d SN
degree in computer sciencé with a specialisation in cybersecurity andvanced training

degrees incybersecurity'® The Ecole Polytechnique Fédérale de LausakmF) offers a

O2 0 SNA S OdzNR (i & anid Berh Srin@sity oR SpplindSSSiences offeaadvanced

training degrees in digital forensics and cyber investigatiériThe University of Lausanne

offers degrees related to prosecution and legal aspects of cybersg as followsthe School

of Criminal SciencgEcole des sciences crimindlésT FSN& | Y| A DigtAlna RS 3INF
Investigatiori’® (M investigation numériqueand theFaculty of Law offers ¢ Y I &G SND &
degree(MLaw)on criminality and security of information technology(Droit, criminalité et
ASOdzNRAGS RSa S OK)ynzdlabaradtighavithRnEFadulQ aBforidinisNThel A 2 Y
University of Applied Sciences and Arts of Western Switzerland $BIESffers &ertificate

of Advanced Studies (CAS)Forensic Investigatigit® which is attended by most police IT

specialistof the Frenchspeaking cantonddESSO also offers a Master of Advanced Studies

(MAS) in Combadgainst Economic Crinié’ which is a multdisciplinary trainingcoursefor

people wishing to work in the field of economic crime prevention, investigation and

repression. It includesyber-related disciplines anbasexisied for20 years.

We suggest that some dghe more technial degreeprogrammes should also include a
stronger focus onnon-technical cybersecurity, such asuman and social aspects.

106 hitps://www.ict-berufsbildung.ch/berufsbildung/ielehre/ [accessed 30anuary2020].

107 hitps://www.ict-berufshildung.ch/berufsbildung/informatikeriefz-systemtechnik[accessed 30anuary
2020].

108 hitps://www.ict-berufshildung.clberufsbildung/ictweiterbildung/cybersecurityspecialistefa/ [accessed 30
January2020].

109 hitps://www.ict-berufsbildung.ch/berufsbildung/ietveiterbildung/ict-securityexperted/ [accessed 30
January2020].

110 https://www.hslu.ch/en/lucerneschootof-informationtechnology/degreeprograms/bachelor/information
and-cybersecurity/[accessed 30anuary2020].

111 hitps://www.hslu.ch/de-ch/informatik/weiterbildung/informationsecurityand-privacy/[accessed 30anuary
2020].

112 https://inf.ethz.ch/studies/master/masteicybsec.htm[accessed 30anuary2020].

113 hitps://inf.ethz.ch/continuingeducation/dascybersecurity.htm[accessed 30anuary2020].

114 https://www.epfl.ch/schools/ic/education/master/cybesecurity/ [accessed 30anuary2020].

115 hitps://www.bfh.ch/de/weiterbildung/mas/digitatforensics/[accessed 30anuary2020].

116 hitps://www.unil.ch/esc/enseignement/masters/msinvestigationnumerigue[accessed 30anuary2020].
117 https://www.unil.ch/dcs/home/menuinst/aproposdu-programme.htmfaccessed 30anuary2020].

118 https://www.he-arc.ch/gestion/casgn-st [accessed 30anuary2020].
119https://www.he-arc.ch/gestion/madce [accessed 30anuary2020].
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Furthermore, any disciplines relevant to cybersecurity (e.g. law, ethics, edomorocial
sciences) should include modules on ageeurity in their degree programmeBiscussions
with stakeholders have shown that cybersecurigyated fields are also offereat university
level. We have further found evidence of cybersecurity coutbas are aimed at a non
specialist audiencé~orexample, tha_ucerneUniversity of Applied Sciencaad Artsoffers a
variety of courses aimed at different audiencésr exampletailored education for specific
businessescourses for children and youthnd courses for professionals who are concerned
by the emergence of cyberspace.

Computer sciencebl O K S tlegrdk® do not generally étude modules on(non-technical)
cybersecurityand rarely involvenandatorymodulesthat focusspecificaly on IT securityWe

have found amandatory module on computer securitfi.e. IT security)Ay 9t C[ Qa
undergraduate degree programmé’ ETHZurichcoverssome aspects ofT security in its
undergraduate lecture on computer networks and offers an optional modulmfammation
security'** Similar approaches are offered by other universities that do not offer a specific
module on IT security in their undergraduate progransmendergraduatedegrees generally
offer some modules that cover aspects of IT security or admirityy as part of a topic (e.g.
computer networks)Stakeholdesreported theoption for computer science undergraduates

at ETHZurich to attend a module concerned with the politics of cybersecurityany

dzy A @S NG& Al SSANGn centpaed Bekerie offer optional courses onlT security or
cybersecurity While IT security covers technical aspects, cybersecucibnsiders
interdisciplinary problems more broadlye.g. in relation to human aspects, law, or
international affais. We wouldencourage modules that are fully dedicated to cybersecurity
(potentially including IT security) to be integrated in undergraduate mod#eghermore,

any degrees of digglines relevant to cybersecurity (e.g. law, ethics, economics, social
sciences) shdd include modules on cybersecurity.K S o1 OKSt 2 NR& dofy R YI &GS
the LucerneUniversity of Applied Sciencaad Artsfit our expectations o$trategic stageand

we would expect other universities to adopt similar models in terms of includinggobthat

goes beyongure computer science. We considbie degrees offered to reflect the current
understanding of risks and skill required; courses exist for peopdemanagerial function,
criminal investigators, defence personnel, and informatiorusiég experts. We are, however,
unsure whether the need for cybersecurity personnel in policy and diplomacy is yet
adequately reflected in the educational landscape of Switzerland.

In terms of cybersecurity research, we note that a cyber defence campusdam established

in 2019'?> However, we have not yet found any evidence of actual research groups or
laboratories that are part of tat campus.It offers fellowships for students and research
projects, which allow gechnologicafocus on relevant areas for defence. Apart from defence
research in cybersecurity, we have only found a smathiberof national initiatives or support

for cybersecurity reearch most notably the Centre for Security Studig$(CSS) at ETH Zurich
features prominent and internationalgecognisednterdisciplinary researcim the domain of

120 hitps://edu.epfl.ch/coursebook/en/computeisecurity COM301-
1?cb_cycle=bama_cyclebachelor&cb_sectioffattessed 30anuary2020].

121 https://ethz.ch/content/dam/ethz/special
interest/infk/department/Images%20and%20Content/Studies/Bachelor/Study Guide BSc_Informatik 2016.pdf
[accessed 30anuary2020].

122 htps://www.ar.admin.ch/de/armasuissavissenschafund-technologiew-t/cyber-defence campus.html
[accessed 30anuary2020].

123 https://css.ethz.ch/en/research/researeprojects.html[accessed 30anuary2020].
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cybersecurity politics, policy and international affairs/security studigse Schweierische
Akademiader TechnischelVissenschafte(SATVWpromotes activities in cybersecurity, bitit
doesnot seem to provide any particular funding for projecibe Geneva Centre for Security
Policy(GCSHjsts cybersecurity among ifscus topics'?* We classify its activity rather within
the domain of a think tank and network for policy makers thanazlassical research or
academic institutionTheUniversity of Geneva offers summer school programmes on digital
law'*?> but we have been unable to determeé whether digital law is also a focus of the
academic research and university teaching fortinle students.We have not been able to
find digital law listed among the main research areas of the law faculty in Geneva. The
University of Zurich engages tine Constructing an Alliance for Vahdgeiven Cybersecurity
Consortium CANVARXCybersecurity and Ethi€project (H2020)°° Again, we are unsure as
to whether this also impacts teaching at the institutiowe also notestatements on
considerable exchamgbetween the activities of EPRhd ETHZurich

Theselisted activities in law, ethics/philosophy and polssem tofocuson their academic
discipline We would stronglyencourage an additional focus on research activities beyond
disciplinary boundariesind their public advertisement. While stakeholders have reported
that such activities are in progress, we have found little evidence inleskresearch of such
interdisciplinary activities. The public advertisement and structesthblishment of such
interdisciplinary research and education initiatives could also support a perception that
cybersecurityrequires an interdisciplinaryeffort that goes beyond technologicalr other
disciplinary boundaries

The Swiss National Fund pides specific funding for research on how cyberspace and data is
affecting society and humans. However, the project does not apply a particular focus to
challenges in cybersecurity. We would recommend that the instruments of the Swiss National
Fund wouldbe used in order to incentivise cybersecurity reseafalmding couldncentivise
projects that go beyond conventional technologiaatlcomputer scienceesearchand have

a strong interdisciplinary focusas outlined above We believe that this aspect of
interdisciplinarity would be a useful and required addition to the educational and research
landscape in Switzerland

Assessing the administration of educatjore can state that we have already seen that the
need for including cybersecurity in the curriculsiof schools and education institutions in
general has been recognised and evidence for an appropriate implementation has already
been listed. Hence formative stage has clearly been reach&de would suggest that thse
activities receive high priority, particularly with regard to their speed of implementation.

We have also found evidence for competitions in cybersecurity, for example the Swiss Hacking
Challenge?’ This is part of project 5 listed under Measure 2 of BM@Smplementation plan.

We have already stated that budget has been provided with a particular focus on cyber
defence research.

Appropriatefunding and measures with regard to research andeadion might deserveto
be included in the NC38Vhile plan 1 of Measure 2 of tiMCSmplementation plan states that
provision of education should be @rdinated and enhanced according to a requirement

124 https://www.gcsp.ch/topics/cybeisecurity[accessed 30anuay 2020].

125 https://www.unige.ch/droit/pi/summer-schools/digitallaw/ [accessed 30anuary2020].

126 https://www.dsi.uzh.ch/en/research/projects/h2020anvas.htm[accessed 30anuary2020].
127 https://www.swisshackingchallenge.ch/index_de.htnjaccessed 30anuary2020].
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analysis, we are unsure whether this will resulteésearch funding for cybersecurity research

in general, and interdisciplinary cybersecurity research (i.e. cybersecurity beyond technology)
in particular. We suggest that this is addresspdcifically in order to reaatstablished stage.
While the NCS implementation plastates that interdisciplinary research and education in
cybersecurity should be promoted, it is unclear whether this focuses on interdisciplinarity
within the technical and mathematical sciences, or wiegtthis also incorporates humanities
and social sciences. The parties listed to be responsible for this prtgect to be
technologically focusedwith some exceptionssuch as ETHurich also being host
organisation to thepolicy and social scienaelated CSSBecause of this, and the discussions
with stakeholders, we assume that holistic interdisciplinary education and research (i.e.
beyond the technological sciencésyolving disciplines such as social sciences, politics, ethics
or philosophy)shouldbe addressed further and more broadMoreover, surveys analysing

the need for cybersecurity specialists across different disciplines should be introduced in
order to inform cybersecurity education and research decision&® do not yet see any
establishmat of cybersecurity centres of excellence that would cover cybersecurity
holistically (i.e. in an interdisciplinary manneA. formal institutonalisation ofexchange
between higher education institutions with respect to cybersecurélgoin order to shae

Gt Saaz2y amightSoe Nopnéficial We conclude that with regard to education
administration formative stage isclearlymet, with some strong indicators already reaching
established. We therefore assigormative toestablished stagéor this factor.

D 3.3 FRAMEWORK FOR PROFESSIONAL TRAINING

This factor addresses the availability and provision of cybersecurity training prograil
building a cadre of cybersecurity professionals. Moreover, this factor reviews the upt:
cybersecurity training and horizotand vertical cybersecurity knowledge transfer witt
organisations and how it translates into continuous skills development.

Stage:Established to Strategic

As mentioned inD3.2 Framework for Educatigrnvocational training is to a large extent
covered by apprenticeships, continued education and diplomas, as well as further degrees
offered by universitiesWe have also outlined that some of the certifications open to people
after finishing their apprenticeships involves training on a bridging function between
management and technological expertigeurther education is then possible by means of
certificates offered by the universities of applied sciences, which have already beeredo

All of these certifications and diplomas are designed in collaboration with the industry and,
therefore, we believe that the needs of society and industry are addressed adequately.
Discussions with stakeholders have confirmed this impression. dgafior members of
managementis offered*?%'?° and includes a focus on the communication skills required in
order to inform management decisions. We have been unable to locate any metrics that

128 https://www.zhaw.ch/de/sml/weiterbildung/detail/kurs/casybersecurity/ [accessed 30anuary2020].
129 https://www.fhnw.ch/de/weiterbildung/wirtschaft/cascybersecurityund-information-riskmanagement
[accessed 30anuary2020].
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assess the modes of trainingVe assumethat the organisation ofapprenticeshig and
continuing professional education by means of a society that is governed by the business
sector trade organisations ensures the effectiveness of the modes and procedures of training.
However, this should also be backed by meansetiics to fully reaclstrategic stage.

In terms of uptake of professional training within businesses, our discussions with
stakeholders have shown that these aestrategic level. Nevertheless, it should be noted
that the adoption of ICT security speciagdish SMEs is limited, as has been outlined in
Dimension 2This is particularly true for managerial or businesgented jobs in SMEs.

Overall, we assess the framework for professional training tatbestablished tostrategic
stage. We would recommendat professionals in cybersecurity should interconnatta
European and global level in order to exchange experiences and best practices.

RECOMMENDATIONS

Following the information presenteat the review of the maturity o€ybersecuritgducation,
training and skillsthe following set of recommendations are providedSwitzerland These
recommendations aim to provide advice and steps to be followed for the enhancement of
existing cybersecurity capacity, following the consideration$/efGCSCCMM.

AWARENESS RAISING

R3.1 Appoint NCSGs the dedicated body for handling cybersecurity awarersesb
ensure funding is available for required measures, e.g. awareR&sag
campaigns

R3.2 TaskNCSQ@o co-ordinate the existing platforms fog , with links pointing from

one platform to the other

R3.3 Task NCSCto start implementing a (provisional) national awareneasing
portal, link all the existing platforms from this portal and advertise the content
as widely as possible to all role players in the country

R34 Task theNCSGQor another relevant body) to ensure that for executivess
included in the NCS, with special emphasis on SMEs

R35 Task theNCSQor another relevant body) to develop a set of metrics to measure
the effectiveness of the different initiatives in cybersecuiityand use the results
to improve such initiatives (if needed).

FRAMEWORK FOR EDUCATION

R36 Certifications for education grsonnel in schools need to be provided broadly
across pedagogical universitieshey should be aimed at certifying expertise
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specifically for personnel teaching modules defined in the school curriculum,
such asnedia andcomputers

R37 Norntechnological moduleée.g., human, social, and ethical factonged to be
part of cybersecurity degrees and certifications across all universities

R38 Cybersecurity modules should be included in the curriculum of computer science
degreesacrossaley A S NBAGASAT Ay Of dzRAYy 3 dzy RSNENI Rc

R39 Degree programmesn all relevant areas (e.gpolicy, diplomacy ethics,
philosophy, business administration, and economstg)uld include modules on
cybersecurity with respect to nationahd global politics

R310 Interdisciplinary cybersecurity research including +teohnical academic
disciplines (social and political science, business, economy, ethics, and
philosophy)should be supported by specific research programraes the
establiliment (e.g. through the National Fund)f Centres of Excellence for
interdisciplinary cybersecurity research should be investigated

R311 A formalsed body for higher education institutions should be founded in order
to exchange experiences and best practices in cybersecurity education and
research

R3.2 Establish some metrics system to measure the delivery of cybersecurity

education and use theesult (and lessons leatto improve the system.

FRAMEWORK FOR PROFESSIONAL TRAINING

R313 Assign a specific dedicated body to ensure all cybersecurity professional training
is aligned with the NCS, and to monitor such training

R3.4 Task the dedicatethody to ensure cybersecurity professionals interconnact
European and global lexagh order to exchange experiences and best practices

R3.5 Task the dedicated body to ensure that SMEs are specifically exposed to
cybersecurity profession#laining

R3.56 Task the dedicated body to develop a metrics system to evaluate the offerings
on cybersecurity professional training and use this to improve and adapt delivery.
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LEGAL AND REGULATORY
FRAMEWORKS

This dimension examines tleapacityof parliament and thegovernment to design and enact
national legislation directly and indirectly relating to cybersecurity, with a particular emphasis
placed on the topics of ICT security, privacy and data protection issues and other cybercrime
related ssues. The capacity to enforce such laws is examined through law enforcement,
prosecution, and court capacities. Moreover, this dimension observes issues such as formal
and informal ceoperation frameworks to combat cybercrime

D 4.1 LEGAL FRAMEWORKS

This factor addresses legislation and regulation frameworks related to cybersect
including: ICT security legislative framewgikdvacy, freedom of speech and other hume
rights online data protection child protection consumer protectionintellectual propery,
and substantive and procedural cybercrime legislation.

Stage:

Switzerland refers most cases of crime in cyberspace to conventional legal mechanisms. For
example, online fraud imostly covered by conventiondraud legislation.The Swiss legal
system is rather conservative adopting legislation specific to cybercrime and usually follows

a strategy of only introducing new legislation in case cybercrime cannot be addressed by
means of conventional legislati@nd legal mechanisms.

We have not been able to locate a particular law tisgecificallyaddresses ICT security.
However, within the existing legal frameworKET security is to a large extent implicitly
covered. We note that a law fanformation security in the Swiss federal administration is
currently being discussed in parliamerit which defines standards, responsibilities and
minimal standards within the administration. Responsibilities of businesses with regard to ICT
security are often cowed by means of conventional information protection law or
obligational law. We have found that for information infrastructures, the Telecommunications
Act provides the legal basis for OFCOM to define security requiremeng&Hear information

130 https://www.vbs.adnin.ch/de/themen/informationssicherheit/informationssicherheitsgesetz.hfiat cessed
30January2020].
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infrastructure.*** Further details are defined in the Ordinance on Telecommunication Services

(OTS)*? TheTelecommunicationg\ct states that the federal council caniA & & dzS G SOKyYy A O f
administrative regulations for the security and availability tflecommunications

A Y F NI a i NHzQ (FazhNgBnora, DNPreqifes telecommunications service providers

which includes ISPt inform their customers of the risks involved in using their services with

regard to interception and intervention by unautised third parties and requires
telecommunications providers to offer or indicate appropriate means of elimination of these

risks. OTS enables OFCOM to monitor security and availability of services and requires
reporting by providers of relevant incidenfTheOrdinance on Internet Domaitis(OID)aims

tod SyadaNE GKFG LINAGEFGS AYRAGARdZ faz o0dzaAySaasSa
sufficient, reasonably priced, high quality range of internet domain names that fulfils their

NE lj dzA NBtYdSeg 8oiby governing theop-level domains (TLDsj ® O&K® a ¢ and 4 €

further TLDs that are entrusted to Swiss public bodiesl also applies to situations that affect

these domains abroadID specificallgrovides the legal basis for measures that can be taken

by authorities in casdomains are abused for the distribution wfalicious software or access

to critical data byliegal methods, as stated #uticle 15.

Criticalinfrastructuresectors are regulated by specific regulatory and supervisory authorities
in Switzerland, which ensure safe and secure practiteswith respect to cyberspace and
which haveguidelinesof a legally bindingcharacter The most prominenexample of a
regulatory body is the Swiss Financial Market Supervisory Authority (F/NivMdich
regulatesand supervisefinancial intermediaries, such as banks or insurance companies, and
is considered tmperateon a worldleading level.

While this regulation of sector®f critical infrastructure ensuresa high level of technical
cybersecurity to whicliespectivebusineses are legallypound, such bindingand broadICT
legislation does not seem to bavailable for businesses outside of critical sectors, and in
particular for SMEs. The current situation delegates responsibility to businesses without
explicit definition ofICT minimal standards. While we acknowledge that the regulation of
SMEs is done by means of sector trade organisations and supportédTisyitzerlanda
specific legal requirement for ICT security standards might nevertheless be usefhhwy/
found evidence for continuous harmonisation of legal frameworks and initiatives or
participation in international and regional cybersecurity-aperation agreements in the
Digital Switzerland Action Plan issued by OFCOMnNd discussions with stakellers
confirm that these findings are in place and working wille recommend focuisig on the
adequacy of ICT security legislations for SMEs while increasing internatieraéi@iion and
effortsto increase the minimal baselines in collaboration witheatregional and international
entities.

With regard to human rights, the conventional law on human rights applies to the Internet as
well. Human rights are acknowledged and implemented as an integral parteohal Swiss
legislation andirealsomadedearo @ { 6 A G1T SNI | Yy RQ& NBapdratiohl*st | yR Ay

131 https://www.admin.ch/opc/en/classifieecompilation/19970160/indexitml [accessed 30anuary2020].
132 hitps://www.admin.ch/opc/en/classifieecompilation/20063267/index.htmllaccessed 30anuary2020].
133 hitps://www.admin.ch/opc/en/classifieecompilation/20141744/index.htmllaccessed 30anuary2020].
134 hitps://finma.ch/en/ [accessed 30anuary2020].

135 hitps://strateqy.digitaldialog.swiss/en/actionplan?action_ifEccessed 30anuary2020].

136 https://www.edi.admin.ch/edi/de/home/fachstellen/ebgb/recht/international0/menschenrechte.html
[accessed 30anuary2020].
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as confirmed by stakeholder discussiodss a Council of Europe member, Switzerland
implements a large amount of its conventions and protocols, including the Budapest
Convention or Conventioh08 on the protection of personal daté/e have already outlined

in D2.3 User Understanding of Personal Information Protection QthiaieSwitzerland has a
good standard in terms of data protection, which is currently being updated in ordertter
improve the fulfilment of any requirements with regard to modern technologies or
cyberspaceWith regard to the development of new legislation, it is inherent to the Swiss
political system that private actors and civil society are involved in shéggiiative decisions

¢ we will shortly point the reader to the particularities of the Swiss political systésuch as
NEFSNBYRI | yR LJSThAds# féréeidthe legishainrs kodngiddrSaad consult
stakeholdersin the political process of legation Research is facilitated byniversity
institutes and, most prominently, the Swiss Centre of Expertise in Human Rights (SKMR),
which has also published articles specific to human rights in cyberspadé&e note that
fast/broadbandinternet is partof the universdly guaranteedpaid)service made available to
citizens in Switzerlan@including rural mountain areass of 2020“° We are confident that
Swiss legislation implicitly reachelynamic stage with regards to human rights on the
Internet.

Data protection in Switzerland has already been covered in Dimensions 2 and 3 and we would
like to refer the reader to the relevant sections for any particular referencesF&teral Data
Protection and Information CommissioffEDPIC) acts as an entityeoseeing data protection
measures in Switzerland and ensstheir correct implementation. As we have outlined in
Dimension 2, the current data protection legislation is being updatedrder to ensure
compatibility withGDPR and further European lawMdgheless, the current data protection

f SIAatrdAz2y |t NBFRe LINPYARSa || KAIK fS@St 27
is outlined on theC 5 t LwelQite, including recommendations for private individuals and
website owners“! Internationd collaboration and continuous identification of challenges
with regard to developments relevant for data protection are also ensured by FDPIC. The
current legislaitve process for updating the data protection law and the institutions in place
supportthe impressionof dynamic stage being reached.

With regard to child protection, the conservative approach of Swiss legislation functi@ns as
sufficient basis to also ensure online protection. Article '19@f the Swiss criminal code
covers the distribution opornographic material to people under the age of 16, and also
penalises any productions involving minors. This includes electronic distribution mechanisms
and implementsithe Lanzarote Conventiénof the Council of Europ€&® Similarly, legally
bindingfilm ratings exist, issued by the Swi€smmission forChild Protection inHIlm.*** The

137 https://www.admin.ch/gov/en/start/documentation/mediareleases.msgd-46571.html[accessed 30anuary
2020].

138 hitps://www.eda.admin.ch/aboutswitzerland/en/home/politik/uebersicht/direktdemokratie. html[accessed
30January2020].
139hitps://www.skmr.ch/de/themenbereiche/wirtschaft/artikel/privatsphaerdigitaleszeitalter.html[accessed
30January2020].

140 hitps://www.admin.ch/gov/en/start/documentation/mediareleases.msgd-76844.html[accessed 30anuary
2020].

141 hitps://www.edoeb.admin.ch/edoeb/de/home/datenschutz/Internet_und_Computer/erlaeuterungamm
rechtauf-vergessen.htmjaccessed 30anuary2020].

142 hitps://www.admin.ch/opc/de/classifieecompilation/19370083/index.htmflaccessed 30anuary2020].

143 https://www.coe.int/en/web/children/lanzaroteconvention[accessed 30anuary2020].

144 hitp://filmrating.ch/de/jugendschutz/[accessed 30anuary2020].
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Swiss Interactive Entertainment Association follows a similar model which is not legally
binding butwhich has been adopted by 9percent of merchants and is enforced once a
merchant has siged up to it.**°In terms of data protection, children have the same rights as
adults, and we consider these to be strict enough for the needs of children. We are confident
that the presence of civil societyctars, such a¥Kinderschutz SchweiZ and the inherent
nature of the Swiss political system allow a dynamic adaptation of legislation.

Consumer protection in Switzerland is distributed across the federal administration and civil
society organisations. €h Consumer Information A€t allows financial support for
independent consumer protection organisations. TRindation for ConsumerProtection
(Stiftung fur KonsumentenschiitZ is the most prominent organisation supported by federal
funds. It offers support by means of advice, information, product tests and reporting systems
for unjust practices of businesseivice is also provided for topics specific to the Intertiét

Within the federal administration, the Federal Consumer Affairs Bureau (FCAB) analyses and
considers the interests of consumers with regard to economic policy in case of dysfunctional
YFNy Sdao ! O2YYAaaArzy tAaGSR 2y (KE&deral dzNB I dzQa
government andhe federal departments with regard to topics in consumer protection. A
recent recommendation of the commission provides advice on online consumer protéction

We consider the consumer protection legislation in place to be functiandladequate for

online consumer protection. The work of the commission prosieeidence of continued
improving of consumer legislation.

Swiss intellectual property legislation has been updatszentlyin order to incorporate the
challenges of cyberspa. The changes encompass measures for protection from opliaey

and simultaneously provide legislation on collective rights management organisations with
regard to some online portals. ThaellectualProperty Institute (IP1}°* examines, grants, and
administers intellectual property rights on a federal level. It is the central point of contact for
governmental agencies, trade associations, businesses, collective rights management
organisations etc It informs businesses and individuals of their rights. It also provides advice
to the government and federal authorities with regard to legislation amegresents
Switzerland in international intellectual property organisations.

International treaties on cydrcrime legislation and legal collaboration have been adopted in
Switzerland, most prominently by means of ratification of the Budapest Convention on
Cybercrime.Two smaller changes to Swiss law were necessary in order to ratify the
convention'®? ¢hl O AhAd 0 be penalised in the Swiss Penal Code aribting
preparations for hacking activities (e.g. exchange of passwords) had to be penalised.
Furthermore, instruments for international collaboration had to be adapted to allowefast
collaboration.Other parts of the Budapest Convention had already been implemented in

145 https://www.siea.ch/jugendschutzfaccessed 30anuary2020].

146 hitps://www.kinderschutz.ch/de/uebeiuns.html[accessed 30anuary2020].

147 hitps://www.admin.ch/opc/de/classifieecompilation/19900243/index.htmllaccessed 30anuary2020].

148 hitps://www.konsumentenschutz.chfaccessed 30anuary2020].

149 hitps://www.konsumentenschutz.ch/themen/internetfaccessed 30anuary2020].

150 https://www.konsum.admin.ch/dam/bfk/de/dokumente/Das%20BEKE mpfehlungen/Empfehlung%20EKK
%20vom%2014.%20November%202019%20betreffend%200nline%20Consumer%20Protection.pdf.download.pd
f/IEmpfehlung%20EKK%20vom%2014.%20November%202019%20betreffend%200nline%20Consumer%20Protec
tion.pdf[accessed 30anuary2020].

151 https://www.ige.ch/en/aboutus.html[accessed 30anuary2020].

152 hitps://www.bj.admin.ch/bj/de/home/aktuell/news/2011ref 2011-09-15.html[accessed 30anuary2020].
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conservative legahpproach For example, online fraud is usually covered by regular fraud
legislaton and does not require a new legal basis; phishing would fall under this type of fraud
legislation and can be prosecuted. Discussions with stakeholders have shown that the
provisions in the Swiss Criminal Code seem to be sufficient for the prosecutighestrime.

We believe that Switzerland adapts its law dynamically with regard to the emerging challenges
in cybercrime; we also believe that Switzerland continuously congbtd cybercrime
discussions with the Council of Europe. Alseyond this bodySwitzerland actively engages

in dialogue to further enhance international instruments for cybersecurity and a free and

2Ly LYGSNYSio ¢KAZ A DActhuBldnarDGiRl Swierldndt NI 2 F

under point 9.2.

With regard toprocedural legislationwe have already stated that Switzerland has ratified the
Budapest Convention on Cybercrime and adapted its law accordingly. This includes legal
mechanisms for international eoperation in cybercrime cases. We note that the Swiss
Ciiminal Procedure Code allows electronic evidence and the confiscation of data by pselice.

in many countries, it is difficult to prosecute actors operating abroad. Ambiguities with regard

h C
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D 4.2 CRIMINAL JUSTICE SYSTEM

This factor studiethe capacity of law enforcement to investigate cybercrime and the
LINPASOdziAz2yQa OF LI OAdGe G2 LINBaSyid 0eoSsS|
factor addresses the court capacity to preside over cybercrime cases and those involvi
electronicevidence.

Stage:

The criminal justice system in Switzerland is strongly federalised. Most police sovereignty is
held by the cantons and implemented by theantonalpolice units. Similarly, every canton

has its ownjudicial system and its own courts. Different irdmantonalinstruments exist in
orderto harmonisecantonalsystemslt should be noted that the coperation and thus also

the joint action between the cantons is largely based on decisions taketly by the
organisations listed below. Harmonisation is often also based on recommendations made by
inter-cantonal conferences to their members. Int@antonal agreements/treaties, also
known asconcordats are comparatively rare and are usually nee@gsvhen intercantonal
competences are assigned that require a (uniform) legal basis in all cama®itscase of the
policeconcordats The instruments for harmonisatianclude the Conference of Prosecutors

in Switzerland (CPS) the Conference of Caonal Police Commanders (CCFCYhe

| 2y FSNBYyOS 2F /Fyili2ylf B5ANBOG2NR 2F WdzalGAOS

153 https://www.bakom.admin.ch/bakom/en/homepage/digitawitzerlandand-internet/strategie-digitale-
schweiz.htm[accessed 30anuary2020].

154 https://www.ssk-cps.ch/?lang=ffaccessed 30anuary2020].

155 https://www.kkpks.ch/[accessed 30anuary2020].
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justice mattersat cantonallevel)'*® and the specialig officer for Preventionof Crime in
Switzerland(PSC)>’ Furthermore, a collaboration project betweerantonaland federal
entities for the harmonisation of police information systems (HPi) eXist®ne of the
harmonisation initiatives includes an online police education system which includes modules
on cyberpace'*° cybercrime and digital forensics. Stakeholders account for basic modules
that have to be passed by all police officePalice education is also -@vdinated through
collaborationof the cantons in the Swiss Police Institdtéwhich offers a varigy of courses

for police officers, including a module on cylevestigations ' It is generally the sovereignty

of cantons and their police units to function as a first point of contact for the population for
cases with regard to cybercrime. Stakeholdeese indicated that the levels of knowledge
and competency vary betweepantons However, our investigations have shown that
harmonisation mechanisms are set up, and that knowledge is shared among cantons and the
federal police in order to ensure a similavel of service and competency across all police
units. Formal and informal mechanisms of collaboration exist when cases exceed the
capabilities of smaller cantores when there is a demand for ewrdination and supportThe
Netzwerk fur di€ermittlungsunterstiitzung in dddigitalen Kriminalitat(NEDIK}s a network

for inquiries in digital criminalitpcross Swiss police units It allows knowledge transfer
between units and advice on best practices and practical investigation capabildKNEpart

of Measure 19 of the implementation plan of the second NCShe process of further
institutionalisation of NEDIK has alreaiggunand it isintendedto become an association

with its own legal personality towards the end of 20POCSEL iscgbercrime databasehich

has been launched by the concordat of police units in western Switzerland (mostly French
speaking)®“in collaboration with the School of Criminal Science at the University of Lausanne
and has meanwhile been extendéal police unis in all parts of Switzerlandéts adoption for

all Swiss police units is planned by Measure 18 of the implementation plan of the second NCS.
Additionally, the police concordat of western Switzerland has decided to launch a centre of
competency for cyberame knowledge and investigatioA. similar system to PICSEL (which is
currently aimed at police work) should be launched for open casetatd prosecution with
regard to cybercrime. Measure 18 also outlines the continuous adaptation of practices and
knowledge with respect to trends and developments in cyberspace and cybercAse.
outlined in Dimension ,Xthe Cyberboard has been established in 2018 in order to address the
need for exchange of information and-oodination among law enforcement, proseaoti,

and crime prevention entitiesat cantonal and federal leved It discusses matters of
operational and strategic eordination, as outlinedn it KS CSRSNJ} f t NB & S Odzi 2 NI
2018'%> The Cyberboard consists aeveral entities. For this purpose especiallythe
operational entity CybeCASEand the strategic entity CybeBTRARre of interest Cyber
STRATiscusses strategic topics related agbercrime among decisiemakers.CyberCASE

156 hitps://www.kkjpd.ch/home.html[accessed 30anuary2020].

157 hitps://www.skppsc.ch/it/psc/[accessed 30anuary2020].

158 hitps://www.hpi-programm.ch/de/HRPROGRAMM/Traegerschdtcessed 30anuary2020].

159 hitps://www.edupolice.ch/de/kursekursangebofaccessed 30anuary2020].

160 hitps://www.institut -police.ch/de[accessed 30anuary2020].

161 https://www.edupolice.ch/de/kurse/kursangebot#detail&key=93&name=4.20.100.02.d%20%2F%20(ANNU
LLIERT)%20Cykemittlung%20(Niveau%20I)%26020BE %202%20%2F%20Annulliert%20%2f8ssed 30
January2020].

162 hitps://www.kapo.zh.ch/internet/sicherheitsdirektion/kapo/de/aktuell/fachbeitraege/2018/180712 cybercri
me.html[accessed 30anuary2020].

163 hitps://www.isb.admin.ch/ish/en/home/themen/cyber_risiken ncs/umsetzungsplan.hfatcessed 30
January2020].

164 https://www.fr.ch/de/sjd/polizeirund-sicherheit/kriminalitaetoeffentlicheordnungund-
verkehr/westschweizepolizeikorpsschafferein-cyberkompetenzcenter[accessed 30anuary2020].

165 hitps://www.bundesanwaltschaft.ch/dam/mpc/de/dokumente/taetigkeitsbericht_ba_2018.pdf.download.pdf
[T%C3%AA4tigkeitsbericht 2018.ddtcessed 30anuary2020].
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assignsoperational responsibilities when these seemmnclear and enables eardinated
approaches when several cantons and the federal level are involved in investigdtaooase.

With regard to law enforcement, we consider the stage tddmenative toestablished. While
standards for training exist and rfmal procedures and roles have beastablished,
stakeholderscommented that there are shortcomings with regard to personnel. We
recommend that the main focus with regard to law enforcement should be to further enhance
the personnel capacityn all relevant authoritiesat both cantonaland federal level for
example by means of further crosantonal centres of competence in cybercrime
investigation. We believe that Measure 21 should further higpincreasethe personnel
capacity of law enficement agencies. With the establishment of centres for cybercrime
investigation across cantons and the acquisition of sufficient amounts of persatmagtgic
stage should bguicklyreached. Statistics and trends would be further required in order to
reachstrategic stage; we believe this will be achieved by means of projects outlined under
Measure 18.

We have already outlined that a specific conferenfall cantonaland federal prosecutors
exists.There isfurthermore, an exchange among prosecutatall cantons as well as the
federal prosecutors withinCyberCASEthe operational panel of the Cyberboard. The
prosecutors who are membsiof CyberCASE act as single points of contact with regard to
cybercrime within theircanton or at federal level.Cyber-CASE also brings together all key
actors on the law enforcement levelhis enables cordination between cases anthe
application of equal standards with regard to investigation cases by prosecutors. This
definition of one specific point of contaetith regard to prosecution in each canton aad

the federal level also allow®r specialisation amongantonalprosecution attorneyswithin

the same cantonAt federallevel two designated state attornegexist for cybercrime cases.

We believe that in this sensstrategic stage is met with respect to institutional structures and
distribution of tasks. The projects outlined under Measure 18 will further enable collection of
statistics and identification dfends. Stakeholders note that among the prosecutarsd at

court level, the understanding of what cybercrime brings as new challenges to the existing
judicial and legal system has to be enhandadome casefudges reject cases due to missing
legislaton, or different understandingef cybercrime cases leads to cases being dropped by
judges. We conclude that the stage for prosecuticesiablished tatrategic. We recommend

that measures are taken to improve common understanding of how cybercrime shseild

be prosecuted anddjudicatedbetween judges and prosecutors. We consider toishe
essential and have to emphasise the importance of the establishment of a better common
understanding on cybercrime prosecutiby judges and prosecutorat all levels. This might
require some legislation with regard to the investigation and prosecution of cases abroad or
in cyberspace in genetahking a holistic view encompassing police, prosecution, and courts

With regard to courtswe asses the stage to béormative. We rely mainly on accounts from
stakeholders. We have found no particular training for judges with respect to cybercrime or
digital investigation cases where courts are involved in prosecution decisions. The websites of
the Schweizerische Vereinigung der Richterinnen und Ri€h{&VR, the Swiss association of
judges) and theStiftung fur die Weiterbildung Schweizerischer Richterinnen und Richte
(foundation for continued training of Swiss judges) do not yet appear to have any particular

166 http://www.svr-asm.ch/de/index.htnfaccessed 30anuary2020].
167 https://www.iudex.ch/de/index.htm[accessed 30anuary2020].
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focus on the challenges of cybercrime, digital investigations or cyberspace in general. The
University of Lucerne provides a certified education programme fagga’ but we have not

found any evidence of contents specific to cyberspace or cybercrime. We have heard from
stakeholders that internal training for judges exists, but have not found evidence on this. We
consider training and competency to be acquiredamrad-hocbasis. We strongly recommend

a more coeordinated and systematic approach. Judg#muld receive specific training, or
specialised judges for cybercrime might be appointed who have expertise in matters
concerning cybercrime and crimes committeccyberspace.

D 4.3 FORMAL AND INFORMAL-QRERATION FRAMEWORKS TO
GCOMBAT CYBERCRIME

This factor addresses the existence and functioning of formal and informal mechanisn
enable ceoperation between domestic actors and across borders to deter and col
cybercrime.

Stage:

We have already mentioned some mechanisms of formal internationalpeoation; the
Budapest Convention on Cybercrime is probably the most prominent and effective example
of international ceoperation with respect to cybercrime. Switzerlaadso participates in
Interpol*®® and Europal® Police attachés are deployed in these agencies and sevtrait
organisations andountriesaroundthe globe'’* A policeattaché specifically for cybercrime
caseshas beendeployed to Europofor around two years. A number of further bilateral
agreements exist, for example with the United StatésAmerica A recent question by a
FSRSNI f at 02 320SNYYSyl LINE A RS&  FdzNIi KSNJ
cybercrime collaboratiori’? Joint investigationcasesoutlined in stakeholder discussions
account for the good functioning of this international collaboration, in cybercrime and
beyond.Regardinghe background of the existing regional and internaticagteements and

the accounts of successful collaboration with stakeholders, and the continuous evolvement
of co-operation, we are confident to assess cybercrimeoperation to beat strategic to
dynamic stagen both formal and informal capperation. We suggest that Switzerland could
take a more prominent role in initiating further systematimlaborationwith countries across

the globe, due to its high level of trustworthiness amdrld standing.

168 hitps://www.unilu.ch/weiterbildung/rf/casjudikative-richterakademie/faccessed 30anuary2020].

169 https://www.fedpol.admin.ch/fedpol/en/home/poizetzusammenarbeit/international/interpol.html
[accessed 30anuary2020].

170 https://www.fedpol.admin.ch/fedpol/en/home/polizezusammenarbeit/inérnational/europol.html
[accessed 30anuary2020].

171 https://www.fedpol.admin.ch/fedpol/en/home/polizezusammenarbeit/international/poliattaches.htmi
[accessed 30anuary2020].

172 hitps://www.parlament.ch/de/ratsbetrieb/suchecuriavista/geschaeft? Affairld=20161024dccessed 30
January2020].
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RECOMMENDATIONS

Fdlowing the information presented on the review of the maturity of cybersecurégal and
Regulatory Frameworkghe following set of recomendationsis provided to Switzerland
These recommendations aim to provide advice and steps to be followed fenthencement
of existing cybersecurity capacity, following the considerations of the GCBIG®IC

LEGAL FRAMEWORKS

We recommendaninvestigaton of whetherbinding minimal ICT standartiave

to be further defined by law by means of publishidg-facto standards or by
common practice definitions of sectorial trade organisations, in order to
emphasise (and possibly help enforce) the aspect of-resffonsibility for
businesses with regard to ICT securPyblishedde-facto standards might be
referred to in legal cases where businesses experience cybersecurity incidents
due to neglect of industry standard practjcas is currently already the case
regardinginsurance claims

As in many countries, it igifficult to prosecute actors operating abroad.
' YOATdZAGASE gAGK NBIFNR (G2 O2dzNIIaQ 2dz2NR &R

CRIMINAL JUSTICE SYSTEM

Werecommendthe consideation ofwhether an ambiguity of terms with regard
to cybercrime and crimes in cyberspageses a challenge to the fight against
cybercrime, and whether and how this might be addressed by the legal system

We recommend that a systematic training cybercrime and crimes in
cyberspace is adopted by Swiss coufts, both the federal and the cantonal
levek.

FORMAL AND INFORMAL-ORERATION FRAMEWORKS

We encourageSwitzerlandto take a more prominent role in advancing
international ceoperation frameworksdue toits role and reputatiorwithin the
global community.
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DIMENSION 5
STANDARDS,
ORGANISATIONS AND
TECHNOLOGIES

This dimension addresses effective and widespread usghafrsecurity technology to protect
individuals, organisations and national infrastructure. The dimension specifically examines the
implementation of cybersecurity standards and good practices, the deployment of processes
and controls, and the developmemf technologies and products in order to reduce
cybersecurity risks.

D 5.1 ADHERENCE TO STANDARDS

CKA& FFOU2N) NBOASga 3TF20SNYyYSyidaoa OI LI C
standards and good practice, especially those related to procurement procedure:
software devéopment.

Stage:Formative to Established

A minimum recommended ICT Security standard has been published by FONES, designed to
be a baseline for Cl and other organisatigfighis not mandated but recommended, and

there appeardo be some variation in the level of adherence to and regulation of standards
across different sectors. According to the NCS 20818 H Hh¥ federal government takes the
necessary measures to increase its @yinersecurityand, taking into account the principle of
subsidiarity, contributes to improving tlugbersecurityf the private sector and society, with

a particular emphasis on critical infrastructuges' Adherence to standards in ICT security,
procurement and softwee development within the federal government is regulated by the
NCSC, which issues standards that are compulsory for all IT suppliehe tfederal

173 Federal Office for National Economic Supply (FONES), Minimum Standard for Improving ICT Resilience, 2018
https://www.bwl.admin.ch/bwl/en/home/themen/ikt/ikt _minimalstandard.htm[accessed 30 January 2020].

14 Federal IT Steering Unit (FITSU), National Strategy for the Protection of Switzerland Against Cyber Risks, April
2018.
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government and all those using IT withire federalgovernment'’> Adherence to standards
is not mandatedacrosscantonal governments, and varies in line with the cybersecurity
capacity of eaclsantonalgovernment.

There is variation between sectors outside the public sector in the adoption of international
cybersecurity standards and the levels of regulatiorthis. Despite a number of sectors being
unregulated in cybersecurity, there is evidence of widespread measurable implementation
and adoption by large organisations of international standards and good practices for ICT
security, procurement, and softwdr RS @St 2 LIJYSy i o ! I NHS LINR L2 NIA
operated by private enterprises (some is also distributed between the federatantbnal
authorities); the state bears the responsibility to protect these Cl organisations as part of its
responsiblity to safeguard the country, in line with the National Strategy for the Protection of
Qritical Infrastructures (CIPY® (which states that Cl in Switzerland includgsublic
administration, energy, waste disposal, financial services, public heaittiprmation and
communications technologie$pod supply, public safety and transppriThe most heavily
regulated Cl sector with regard to cybersecuritfinence: FINMA has issued regulations on
cybersecurity sinceid-2017, mandating and monitoring adhereacto standards and policies
based on international standards (e.g., the NIST Cybersecurity Framework) for ICT security,
procurement of technology, and secure software development.

In other CI sectors, it is apparent that there is effective-gaglulation and uptake of
standards. The federd¢vel regulators of thenergy,transport andcommunications sectors,

for example, do not mandate cybersecurity standards. The CIP provides guidelines for ClI
resilience (general, not cybapecific), according to whic8| operators are responsible for
assessing and improving their resilience, working with oversight bodies and regulators to
evaluate sufficiency and determine funding methods for required improvements.
Organisations in these sectors broadly describe adhareio cybersecurity standards and
claim to take responsibility for the sedssessment of their practice against international
standards and guidelines, and to maintain a trhased relationship with the regulator.

Specific examples cited include the implementation of international standards such as NIST
CSFand ISO 27001 (possibly in adapted forms); inclusion of requirements for compliance with
international standards in thirgharty contracts; and the use of intertianal standards and
guidelines for secure software development such as those providethdyOpen Source
Foundation for Application Security Proje¢ODWASE Specific cases of mandated
requirements exist for example, telecommunications providers are required to report
incidents (including cyber) that threaten the safe state of networks to the regulator. Some
concern was cited around the lack of general regulation or oversight of the supply chain for
Cl which hinders appropriate vulnerability management (tligsot specific to Switzerland,

but isan international challengegcattered regulations require the security of smart meters
and medical devices to be certified, for example, Iseturity regulationdoes not exist
consistently for devices across the ClI

There is general consensus from the government ministries responsible for these ClI, and from
the CI providers themselves, that this selffjulation is producing effective cybersecurity in

175Federal IT Steering Unit (FITSID)Security in the Federal Administration,
https://www.isb.admin.ch/isb/en/home/themen/sicherheit.htmlaccessed 30 January 2020].

176 Federal Office for Civil Protection (FOCRyjdval Strategy for Critical Infrastructure Protection, December
2017.
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general. Tk current situation aligns with the Swiss principle of the subsidiary role of the state,
and appears to be an exceptional example of a decentralised structure performing well
through largely informal processes. These are based on the responsibilityvadirads to seH
assess, close amperation and communication between organisations, effective pgblic
private partnerships, and the state taking a trlstsed rather than mandatbased approach

to monitoring adherence.

While the established stage requirds K I (inatibnallyx agreed baseline of cybersecurity
related standards and good practices has been widely adépied Ay (G KS OFasS 2F {64
interpretation is required that aligns with the traditionally decentralised Swiss governance
model, finding theight balance between centralisation and reliance on existing competences.
The current situation does mean, however, that the national strategic view of the level of
operational security across organisations is somewhat lacking and based ,anighafficult

for the review to be certain that organisations are meeting an adequate standard of security.
While regulation is not necessarily the answer in all sectors, it would be beneficial for the new
cybersecurity governance structures to systematicallsuee clarity and oversight around the
level of security and adherence to standards. This will be imporantachieving more
strategic direction in the use of cybersecurity standards and best practices across the country,
such that national cybersecurifyosture can be monitored and aligned to the evolving and
increasingly relevant national cybersecurity risk.

We therefore believe that the provisions made by the NCS @20& for stronger strategic
management to supplement the decentralised structure iisthpace are weltonceived. In
particular, the NCS includes an objective (for which the overall responsibility lies with FONES)
to evaluate minimum ICT standards and introduce them where appropriate (using existing
standards, adapted if necessary) witlosg ceoperation amongst the specialist authorities,
LINA @I GS aSOG2N) FyR |aa20AldAz2ya oadldAy3a GdKS N
Security (NIS) Directive). This process of identifying the organisations and activities for which
standards shold be binding (and to which extent) is underway and initial assessments have
been made based on risk and vulnerability analyses carried out as part of the NG3@F12
Some progress is already observable under the umbrella of the NCS 2018: FONESimublishe
cybersecurity minimum standard designed to be a baseline for Cl and other organisations; this
is not mandated but recommended, and it is anticipated that critical sectors will develop
sectorspecific extensions’” We make some recommendations (later tinis section) to
support these ongoing and upcoming developments; in particular on strategic management
aligning with the strategy and governance structures of Switzerland. These recommendations
would be a route to reaching the higher strategic and dyrmamaturity levels of the CMM in
which national adherence to standards is strategically managed and continuously improved
based on the evolving national risk landscape and budgetary drivers.

There are no nationadkevel minimum standards or guidelines prebed as a baseline for

SMEs specifically, and a relatively small proportion of them fallstandards (either

voluntarily or under mandate’®. This was reported during the review, and is supported by

GKS FTAYRAYy3Ia 2F L/ ¢&¢ ASMES Wihich fguRdlfat 33 e0arN@ed 8 4 dzNIJ !
industry or internal standards for cybersecurity, with 29 percent following obligatory

177 Federal Office foNational Economic Supply (FONES), Minimum Standard for Improving ICT Resilience, 2018
https://www.bwl.admin.ch/bwl/en/home/themen/ikt/ikt_minimalstandard.htm[accessed 30anuary2020].
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minimum standards’® Given the exceedingly high proportion (99 percent) of SMEs (90
percent of those with at most ten employeeis) Switzerland, and their importance to the
economy, this is an area where the nation harbours risk. Individual gphblate initiatives
exist to improve the level of guidance for SMEs, such asss#fssment tool§’ and online
guidance'®* and there is some online security guidance for SMEs provided bjettezal
government'®? However, thesesources of supporare not yet sufficiently harmoniseaind it
appears that uptake is not sufficiently promoted or monitored.

It was perceived by participants in the revietnat there is a lack of cybersecurity
standardisation or certification in place to support SMEs. It was broadly agreed that a form of
KFENY2yAaSR OSNIATFTAOIGAZ2Y 0 asohdre'f spprapBatedioK S ' Y b/
the threat level and capacity of SMEs would be wadkived andvould reduce the costs of
business (for which companies currently carry out a series of separate resoteosive
securityassurance checks). This is an area that is glearlthe road to improvement at a
strategic level, and stakeholders who participated in the consultations during the
development of the NCS 2018 reported wide discussion around the sovereignty of small
businesses, which is reflected in the NCS 20082 (wth its explicitly broadened focus to
include SMEs, and objective to support SMEs in the implementation of cybersecurity
standards and controls)t remains to be seen how long the improvements take, and whether
they are sufficient.

Based on these obseriahs, the maturity stage is judged to be formative to established:
while in thefederalgovernment and some critical sectors adherence to standards (or informal
adoption of standards) is comprehensive, strategic oversight at the national level is lacking
and SMEs represent a clear weakness. The situation is already set to advance based on the
provisions of the NCS. The main observations from this section (the differences in practice
across sectors and company sizes, and the general tendency towards ubedguiactice,

which is currently being reviewed) underpin much of the remainder of our assessment of
technical security in ilmension5.

19|CT Switzerland, Cyber Risks in Swiss SMEs, 2017,
https://ICTswitzerland.ch/en/publications/studies/cyberrisiksswisssmes/[accessed 30anuary2020].
180|CT Switzerland, Cybersecurity Quick Check for Bi#is;//ICTswitzerland.ch/en/topics/cyber
security/check/accessed 30anuary2020].

18LiBarry,https://ibarry.ch/ [accessed 30anuary2020].

182MELANI, Information Security Information Sheet for SMEs,
https://www.melani.admin.ch/melani/de/home/dokumentation/chddisterrund-anleitungen/merkblattit-
sicherheitfuer-kmus.html[accessed 2&ay 2020]

183 National Cyber Security Centre, Cyber Essenhitifss://www.cyberessentials.ncsc.gov.uldccessed 30
January2020].
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D 5.2 INTERNET INFRASTRUCTURE RESILIENCE

This factor addresses the existence of reliable Internet services and infrastructure
country as well as rigorousecurityprocesses across private and public sectors. Also,
aspect reviews the control that the government might haverdts Internet infrastructure
and the extent to which networks and systems are outsourced.

Stage:Established

Switzerland has established reliable Internet services and infrastructure, withuméaarsal
coverage of both fied and mobile broadband*'>Ninety-nine percent of the population ha

4G mobile network coverage, and emerging 5G networks are being built through a number of
providers. Therare several large providers and a range of smaller local proviiberxed
broadband and a range of mobilaetwork providers. This distributes the risk, creating a level

of redundancy. The Internet is widely used fec@mmerce and business transactions, with
authentication processes established.

OFCOM is responsible for the nag@ement and documentation of the national Internet
infrastructure (backbone and providers); all telecommunications providers are required to
register with OFCOMBYy virtue ofthe legal basis of the Federal Telecommunications Act,
which is currently underavision'®® OFCOM providedirectives to ceordinate security and
availability across telecommunications providers, includirgcommended) guideline
minimum security levels aimed at producing a reliable national telecommunications
network.*®’ Reportedly all major operators of infrastructure adhere to international
standards, implementing technical controls and processes in line with these; adherence to
international standards is required in order dperate at aninternationallevel

184 Network Readiness Index 2018tps://networkreadinessindex.org/countries/switzerlanficcessed 30
January2020].

185|HS Markit, Broadband Coverage in Europe 2018: Coverage in Switzerland, June 2019,
https://www.glasfasernetzschweiz.ch/GLAS/media/GLASMediaLibrary/Medienmitteilungen/Broadband
Coveragéan-Switzerland2018.pdflaccessed 30anuary2020].

186 https://www.bakom.admin.ch/bakom/de/home/dadakom/organisation/rechtliche
grundlagen/bundesgesetze/fragvision2017.html[accessed 30 January 2020].

1870FCOM, Directives on the Security and Availability of Telecommunication Infrastructurgsraiwes, May
2009, https://www.bakom.admin.ch/bakom/en/homepage/telemnmunication/telecommunicatiosservices
providers/directiveson-the-securityand-availabilityof-telecommunication.htnjhccessed 03 February 2020].
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D 5.3 SORWVARE QUALITY

This factor examines the quality of software deployment and the functional requireme!
public and private sectors. In addition, this factor reviews the existence and improvem
policies on and processes for software updates andht@aance based on risk assessmel
and the criticality of services.

Stage:Formative to Established

Software practices and quality vary across organisations of different sizes and sectors, in line
with various levels of adoption of international standardad of promotion and monitoring

of standards by the sector regulators. In the heavily regulated federal governmefinande

sector, strong standards for software procurement and development, as well as prescribed
patching and softwarenaintenance requements, result in a high level of software security.
Participants from thefinance sector reported rigorous internal vetting processes for both
third-party software integration and the development of softwarehiouse.

In much of the ClI (e.g., energy, ABIA systems) and other large organisations, software
applications adhere to international security standards, and policies and processes for
software updates and test cycles are established on an unregulated basis. We note again the
challenges SMEs facethis space: particularly in their capacity to carry out regular software
updates and maintenance (of course, this is true internationally, not only in Switzerland).
Secure software platforms and applications are not catalogued at the national level, nor
characterised in terms of their adherence to international standards and good practices; such
resources (e.g., a central repository) could assist in the selection of secure software within the
public and private sectors.

D 5.4 TECHNICAL SECURITY CONTROLS

This factor reviews evidence rediag the deployment of technical security controls by us
public and private sectors and whether the technical cybersecurity control set is bas
established cybersecurity frameworks.

Stage:Formative to Established

In the public sector, as described in D5.1, the seven departnoéthe federaladministration

are required by FITSU to adhere to cybersecurity standards, and implement cybersecurity
controls and best practices in line with this. The departments run individual data centres,
handling data security separately, and there is a perceived need to furdreronise security
practices and establish clear rules about authority to access data. According to the NCS, the
federal government has processes for regular vulnerability analysis for its IT infrastructure.
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The cantons have also carried out risk analyleestheir administrations as part of Swiss
Security Network projects, and further strengthening of resilience in the cantons, including
support from and ceordination with the federal authorities, is planned in tliantonal
implementation plan for the 201@022NCS.

Larger privatesector organisations in Switzerland generally implement technical security
controls at a relatively advanced leyeh a range of different baseas described in D5.1:
following international standards that are either mandatedrbgulation, supported through
trust-based relationship with the regulator (for certain Cl sectors, for example) or self
assessed. Control sets are kept up to date with vulnerability assessment policies, and critically
assessed and upgradeashere necessar, by dedicated cybersecurity personnel. This includes
assurance and upgrade of security through penetration tests. Regular penetration tests are
required in some critical sectors (e.g., finance), and FINMA mandates the finance sector to
carry outregularvulnerability scanningpenetration testing and auditsf cyberrisk as part of
on-site reviews or as part of the regulatory audit conducted by audit firms licensed by the
Federal Audit Oversight Authoritin other sectors (e.g., energy), penetration iest takes

place on an unregulated basis.

The NCS provides for federal work improving the ICT resilience of critical infrastructures,
which is currently underway according to the implementation plan, based on the results of
risk and vulnerability analyseghis is to include periodic updatef the risk and vulnerability
analyses and resulting measures, which can be adapted to new developments;-a well
conceived goal that would lead to a more dynamic cybersecurity capacity for the CI to evolve
according to chnging needs.

ISPs establish policies for technical security control deployment as part of their services:
offering upstream protection, such as antialware, for protecting endisers. There were also
reports of ISPs collaborating and exchanging infornmatta malicious traffic to block this
collectively from Swiss networks; and flagging threats discovered on their networks to end
users, e.g., financial organisations. It appears that the communications between
telecommunications providers creates an effgetiecosystem that enables threats to be
blocked across the various networks.

As we have already described in D5.1, Swiss SMEs have less capacity for cybersecurity in
general, and this extends to the deployment of technical security controls. Swiss ecandmy
society rely heavily on SMEs, yet many do not have dedicated cybersecurity personnel, invest
little in cybersecurity, and do not have the expertise or resostoeimplement effective
technical controls, or to monitor, assess and upgrade them. Thedimdjs are supported by

the ICTswitzerland survey of cyber risks across 300 SMEK A OK T 2ady BO% K | & a
respondents say they have thoroughly implemented basic protection measigaesh as
malware protection, a firewall, patch management and baukuSystems to detect cyber
incidents have been fully introduced in only a fifth of companies. Only 18% of the companies
surveyed have processes for dealing with cyber incidents, and only 15% have staff training on
the safe use of I.

There are indicatins, therefore, that the cybersecurity measures being taken by a large
proportion of SMEs are insufficient. While, as we described in D5.1, there are some initiatives

188|CT Switzerland, Cyber Risks in Swiss SMEs, 2017,
https://ICTswitzerland.ch/en/publications/studies/cyberrisikeswisssmes/[accessed 30anuary2020].
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to support SMEs, further support is required (guidance, tools for assessing securltasihe
services at SME scale provided by the UK NCSC might serve as g°matel NCS includes
goals to build support for SMEs, including extending the scope of MELANI, tiM@sdto
provide more information on cybetisks to a wider scope of companjescluding SMES®

Some informatiorsecurity guidance for SMEs already exists, accessible through the MELANI
website 9

Therefore, while established (and some strategic) practice takes place in many organisations,
with the ability to keepup-to-date, review, critically assess, upgrade security controls
particularly in advanced private sector such as finance, this is not true across the board.
Switzerland harbours risk relating to the current cybersecurity level of some of its SMEs. We
recognise that improvements to the situation are in progress.

D 5.5 CRYPTOGRAPHIC CONTROLS

This factor reviews the deployment of cryptographic techniques in all sectors and us:
protection of data at rest or in transit, and the extent to which these cryptographic cor
meetinternational standards and guidelines and are keptaigate.

Stage:Established

The situation with regard to the use of cryptographic controls broadly matches that for
technical security controls described in the previoustie®. Most larger organisations in the
public and private sectsimplement strong cryptographic controls for the protection of data

at rest and in transit, based on international standards and guidelines (finance was cited as a
particularly strong examp). These are broadly kept up to date, with policies on encryption in
place and regularly reviewed for effectiveness. Broadly, SMES rely on service providers to give
appropriate protection.

In the case of organisations operating internationally, the imm@atation of strong
ONEBLII23INI LIKAO O2yiGNRf&a Aad RNAQOSY o0& D5twd { @Al
to align with GDPR) is currently under revision; it is perceived that this law will help raise the

baseline data security for companies not ogtng in the EU. Web service providers routinely

deploy stateof-the-art tools (such as SSL/TLS) to secure communications between servers and

web browsers.

189 NationalCyberSecurity Centre, Information for Small & Medium Sized Organisations,
https://www.ncsc.gov.uk/section/informatiodor/smallmediumsizedorganisationgaccessed 30antary
2020].

190 Federal Council, Establishmentoybersecuriticompetence centre one step further,
https://www.admin.ch/gov/en/start/documentation/mediareleasesnsgid-75046.html[accessed 30anuary
2020].

191 MELANI, Information Security Checklist for SMEs, May 2018,

https:// www.melani.admin.ch/melani/en/home/dokumentation/checklisesxd-instructions/merkblattit-
sicherheitfuer-kmus.html[accessed O&ebruary2020].
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D 5.6 CYBERSECURITY MARKETPLACE

This factor addresses the availability and development of competitive cyberse
technologiesand insurance products.

Stage:Established

There is some domestic production of cybersecurity technologies in Switzerland, and there is
also dependence on foreign cybersecurity technologies. A recent example of a successful
initiative in the domestic cybersecurity marketplace is SCION, a secureyematation
Internet architecture developed by ETH Zuri¢hWhat domestic production of cybersecurity
technology exists largely abides by secure coding guidelines and adheres to internationally
accepted standards; training offerings for secure software development are accessible.
International innovation is pickedp and adapted to the local market and requirements, and
there is a view that the domestic production of technology is not necessarily always the most
secure or feasible option.

Within the CI (e.qg., the energy sector) cost drives IT purchases, and socert was cited

that there is some potentially risky dependence on foreign technology used without the
necessary security assurance technologies (e.g., US software running on Chinese hardware).
Establishing the extent to which this creates risk, and weetthis could be mitigated by
meeting market needs and identified risks with increased domestic production, or greater
assurance of foreign offerings, is important. Operational technologies tend to be purchased
from a small group of trusted providers.

A maket for cyber insurance is establishesdith a range of providers and ample offerings.
Insurance providers and client organisations reported relatively low but growing uptake, in
line with the development of the global cybersurance market. Some compasj including
those within the CI, hold or are entering into highlue insurance contracts.

Standard offerings and bespoke policies exist for larger organisationspé&itgtinsurance
typically covers business disruption, data restoration, and damagedigital assets, while
third-party insurance covers a range of costs including liability, investigation, notification and
legal costs. Poshcident services are also provided by cybrurance companies (including
access to response support and expedidance). Standard offerings also exist for SMEs,
although uptake is reportedly slim (supported by the findings of ICTswitzgttarithere is
some innovationin the space of insurance for SMiasparticular, with riskmanagement
solutions combining insurece with protection services* Offerings also exist for personal

192Network Security Group (ETH Zurich), Scalability, Control, and Isolation ofs&letation Networks (SCION),
https://www.scion-architecture.net/[accessed 30anuary2020].

193|CT SwitzerlandCyber Risks in Swiss SKE2917,
https://ICTswitzerland.ch/en/publications/studies/cyberrisikeswisssmes/[accessed 30anuary2020].

194 SwissRe Corporate SolutiodSwiss Re Corporate Solutions launches CyberSolution 360°, the unique cyber
risk protection for SMEs February2019,

https://corporatesolutions.swissre.com/insights/news/swiss re corporate solutions lauatybdersolution 3
60_cyber_risk_protection_for_smes.htfalccessed 30anuary2020].

73| Cybersecurity Capacity Revi@witzerland 2020


https://www.scion-architecture.net/
https://ictswitzerland.ch/en/publications/studies/cyberrisiks-in-swiss-smes/
https://corporatesolutions.swissre.com/insights/news/swiss_re_corporate_solutions_launches_cybersolution_360_cyber_risk_protection_for_smes.html
https://corporatesolutions.swissre.com/insights/news/swiss_re_corporate_solutions_launches_cybersolution_360_cyber_risk_protection_for_smes.html

cyber insurance covering data loss, identity theft and personal transaction security, for
example.

Some scepticism surrounds the cybesurance market, for exampleoncerningthe extent

to which policy exclusions will prevent paut. This aligns with the globasues facing this
market, whichis still in its infancy, and initiatives to improve confidence and understanding
would be beneficialThere is a perception that the preparation fioisurance is a useful step

in improving organisational cybersecurity. There was debate on the value of compliance
based (tickho 2 E0 F LILINR I OKS& (2 | &4 Snsk éxgodure linythe2 NHI y A & |
development of policies, rather than outcormiented rsk assessment and quantification of
cyberrisk. Of course, this is a global issue and not one particular to Switzefhesudance
company representatives cited the need lbe able to more accurately quantifyyberrisk

More accurate cyberisk quantifiction would enableassessment of both the cybeisk
exposure of individual organisations and the systemic risks to the broader economy, the
refinement of insurancepremiums andthe provision of more advanced insurance services
Of course, the quantification of cybeisk is also important for improving cybersecurity
practice, supporting quantitative riskkanagement decisions

D 5.7 RESPONSIBLE DISCLOSURE

This factor explores the establishment of a responsiisidlosure framework for the receir.
and dissermation of vulnerability information across sectors atifdthere is sufficient
capacity to continuously review and update this framework.

Stage:Formative to Established

Switzerland has not implemented a national vulnerapiisclosure policy. This is a topic that

has been discussed at the national level. Nevertheless, MEEAMd the federal

R OSNYYSyiQa /2YLziSNI 9YSNEHSyOe wSalLkyasS ¢SIY
practice in the area of vulnerabiliyisclosure on the basis on selbvernance, and support

efforts by mediating between organisations and researchers. Reportedly this has happened

several times successfully in the past: disclosed vulnerabilities have been resolved in a timely
manner, resulting in improved protectiori®® MELANI hscited as challenges the difference in
expectations of researchers and vendors on timeliness of response, and the challenge of

finding the right security contacts for vendofs There is also a strong network of informal

sharing of information on vulnerabilities and threats between stakeholders.

195 MELANI, Information Assurance Situation in Switzerland and InternationallygDéalymber 2015,
https://www.melani.admin.ch/melani/en/home/dokumentation/reports/situatiomeports/semiannuatreport-
20152.html [accessed 30anuary2020].

1% Federal IT Steering Unit (FITSW)ational Strategy for the Protection of Switzerland Against CyberéRisks
April 2018.

197 pypillo, L., Ferreira, A. and Varisco,S&ffware Vulnerability Disclosure in Europe: Technology, Policies and
Legd ChallengesReport of a CEPS Task Force, 2048s://www.ceps.eu/wp
content/uploads/2018/06/CEPS%20TFRonSVD%20with%20cover[azpessed 30anuary2020].
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There is evidence of a series of successful vulnerabiiigtosure initiatives by organisations.
Clear examples are Swiss Reghichran a public bugphounty programme to test the security

of its evoting platform, for example, which led to the discovery of vulnerabilities that were
resolved in a timely manngf®and Swisscom has a vulnerabiliigclosure policy (runs a bug
bounty progamme)**° Existing instances have clear processes outlined for stakeholders on
report content, scheduled resolution, and vulnerabiitgndling policy, andhey publish
analyses of remediated vulnerabilities. In these cases, thegegirnance model supptad

by the authorities appears effective. Not all organisations have established procedures to
receive and disseminate vulnerability information, however, and there may be a need for
further governmental support, or a eardinated third-party platform to aldress the gap.

Searching for vulnerabilities for the purpose of reporting them to the manufacturer is not a
criminal offence under Swiss law (offence arises when a person makes acdessibiation

that he knows will be used to commit an offence or eadamage to data)’ We observed

that there may be a lack of understanding from some areas of industry about the legalities
surrounding responsible disclosure; however, thera general consensus that software and
service providers would refrain from labaction in these cases.

RECOMMENDATIONS

Following the information presented on the review of the maturity of cybersecsiatydards,
organisations, andechnologies, the following set of recommendations are provided to
Switzerland These recommendatioram to provide advice and steps to be followed for the
enhancement of existing cybersecurity capacity, following the considerations of the GCSCC
CMM

198 University of MelbournegTrapdoor Commitments in the SwissPostading shuffle prod,
https://people.eng.unimelb.edu.au/viteague/SwissVote.hffatcessed 30anuary2020].

19 OFCOMgDirectives on the Security and Availability of Telecommunication Infrastructures and SerMegs
2009, https://www.bakom.admin.ch/bakom/en/homepage/telecommunication/telecommunicatiservices
providers/directiveson-the-securityand-availabilityof-telecommunication.htm[accessed 08ebruary2020].

200 MELANI,Aformation Assurance Situation in Switzerland and Internationally¢Delyember 2015,
https://www.melani.admin.ch/melani/en/lome/dokumentation/reports/situatiorreports/semiannuatreport-
20152.html [accessed 30anuary2020].
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R5.1

R5.2

R5.3

ADHERENCE TO STANDARDS

Review the current approach to monitoring and regulatingherence to
standards for large publi@nd privatesector organisations. In particular:

1

in line with the objectives of the NCS, review (regularly) the need to
regulate adherence to minimum standards in ICT security, procurement
of technology, and softwardevelopment within both the private sector
(the Clin particula) and the public sector (theantonalgovernmentsn
particular). Codify the results, and introduce regulation where it proves
necessary

in line with the objectives of the NCS, assign resipdity for stronger
strategic oversight and management of adherence to standards and
good practices across the private sector (then@hrticula). The overall
responsibility may lie with the Cyber Delegate. The responsibilities of the
assigned body stuld include:

o promotion and continuous improvement of the choice of
standards and good practices in line with the national risk
landscape and changing threat environments

o continuous alignment of standards choices from a budgetary
perspective withresource drivers across sectors and the Cl

consider developing a minimum standard that is tailored to the
cybersecurity requirements and capabilities of SMEs, and enables
certification. The approach might use the Cyber Essentials developed by
the UK Natioal Cyber Security Centre as a model. Such minimum
standards might be driven by the government (in particiN&@ST or
industry associations

Contribute to thought leadership within international standards bodies.

INTERNEINFRASTRUCTURE RESILIENCE

Ensure regular assessment of the security controls and processes deployed for
the national Internet infrastructure according to international standards or
guidelines. Either processes should be assessed regularly deyteal body
(regulator), or it must be ensured (by the regulator) that operators of Internet
infrastructure regularly selfssess according to these standards (many follow
international standards on an unmandated basis)

i assessments can drive strategic éstment in new critical Internet

infrastructure technologies.
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SOFTWARE QUALITY

R5.4 Consider creating nationdével resources (e.g., a centrally managed catalogue)
that characterise software applications and platforms as to their security,
reliability, usability and performance in adherence to international standards and
good practice, that can inform the procurement of software by the public and
private sectors.

TECHNICAL SECURITY CONTROLS AND CRYPTOGRAPHIC CONTROLS

R5.5 Continue to increase theybersecurity support for SMEs in line with the
expanded scope of the NCS. In particuansider dedicated programmes to
support SMEs in the implementation, maintenance, critical assessment and
upgrading of technical and cryptographic security contreither run or ce
ordinated by the government.

CYBERSECURITY MARKETPLACE

R5.6 Assess the supplghain risk present in the €lin particular risks that may arise
from dependence on foreign technologies (including in the case of newer
technologies such &G infrastructure)

R5.7 Consider whether further oversight or regulation is required around supipain
security in the CI.

RESPONSIBLE DISCLOSURE

R5.8 Ensure that all necessary organisations have established processes to receive and
disseminate vulnerability information, with information on the disclosure
deadline, scheduled resolution and acknowledgemmagort requirements
clearly defined for stakeho#ds (product vendors, customers, security vendors
and the public)

R5.9 Consider whether there is a need for-oadination by the government, which
may include the provision of a central platform for disclosing vulnerabilities
identified in organisationshiat do not have the necessary disclosure processes
and points of contact in placurther, consider whether there is sufficient clarity
around existing legal provisions émcouragedisclosure
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ADDITIONAL REFLECTIONS

Our review was informed by broad and balancedange of stakeholders While ther
involvementwas generally very higthere were limits in terms of engagement or stakeholder
representation in a small number of areas, as is almost unavoidably the casg meview
While thiscan limitthe completeness of evidence those areas,the gaps were filled by
means of publicly accessible sources, wheerailable

This was th&2nd CMMreviewthat the Global Cyber Securiyapacity Centr€GCSCQas
supported drectly.
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DISCLAIMER

The Swiss Confederation, represented by the Swiss Federal Department of Foreign Affairs,
FOGAY3I GKNRdIzZZK (GKS 5ANBOG2NI GS 2F t2fAGAOFHE 1T
t NAYOALI f €02 YRYRABFENRY ' YAVESNERGE@KSNBI FGSNI aid
The information in the report is based on the professional judgement of the Agent and its
O2yadzZ GFryda FyR 2y YFGSNRI € FYR AYF2N¥IFGAZ2Y |
stakeholderswithout anyverification of that material or information by the Agent. The report

is made available only to the Principal. If the Principal or any third party makes use of the

report or relies on any of the information contained in it, then it does so at its own Tisk

Agent accepts no duty of care or responsibility towards the Principal or third party, and to the

maximum extent permitted by law excludes responsibility, for any loss or damage or any claim

or liability that the Principal or third party may suffer iocure as a result of any use of the

Report.
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APPENDICES

METHODOLOGYMEASURING MATURITY

During the country reviewspecific dimensions are discussed with the relevant group of
stakeholders. Each stakeholder cluster is expected to respond to one or two dimensions of
the CMM, depending on their expertise. For examabademia,civil society and Internet
governance group would all be invited to discuss both Dimension 2 and Dimension 3 of the
CMM.

In order to determine the level of maturity, each aspect has a set of indicators corresponding
to all five stages of maturity. In order for the stakeholders to provide evidendeow many
indicators have been implemented by a nation and to determine the maturity level of every
aspect of the model, a consensus method is used to drive the discussions within sessions.
During focus groups, researchers use sstnictured questiongo guide discussions around
indicators. During these discussioratakeholders should be able to provide or indicate
evidence regarding the implementation of indicators so that subjective responses are
minimised. If evidence cannot be provided for all bé tindicators at one stage, then that
nation has not yet reached that stage of maturity.

The CMM uses a focus group methodology since it offers a richer set of data compared to
other qualitative approache®® As with interviews, focus groups are an intetave
methodology with the advantage that during the process of collecting data and information
diverse viewpoints and conceptions can emerge. It is a fundamental part of the method that
rather than posing questions to every interviewee, the researchesi®uld facilitate a
discussion between the participants, encouraging them to adopt, defend or criticise different
perspectives® It is this interaction and tension that offers advantage over other
methodologies, making it possible for a level of consertsube reached among participants
and for a better understanding of cybersecurity practices and capacities to be obfdfned

With the prior consent of participants, all sessions are recorded and transcribed. Content
analysis; a systematic research methobbgy used to analyse qualitative dagas applied to

201 Relevant publications:

Williams, M. (2003Making sense of social researtlondon: Sage Publications Ltd.:doi
10.4135/9781849209434

Knodel, J. (1993§The design and analysis of focus group studies: a practical apjgrdadiorgan, D. L. SAGE
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the data generated by focus group8¢ K S LJdzN1J2a S 2F O2 y GePligable | y I f & & A 2
and valid inferences from texts to the context of theiréLii8e

There are three approaches tmntent analysis. The first is the inductive approach which is
0lFlaSR 2y a2LSy O2RAYy3Iés YSIyAay3da GGKIFIG GKS OFGS:
researcher. In open coding, headings and notes are written in the transcripts while reading
them and diférent categories are created to include similar notes that capture the same
aspect of the phenomenon under stuélf The process is repeated and the notes and
headings are read again. The next step is to classify the categories into groups. The aim is to
merge possible categories that share the same meaffih@ey explains that this process

Ol G S32 NA ®H8anging togethet®a  «

The second approach is deductive content analysgisch requires the prior existence of a
theory to underpin the classification process. This approach is more structured than the
inductive method and the initial coding is shaped by the key features and variables of the
theoretical framework

In the pracess of coding, excerpts are ascribed to categories and the findings are dictated by
the theory or by prior research. However, there could be novel categories that may contradict
or enrich a specific theory. Therefore, if deductive approaches are follstrertly, these

novel categories that offer a refined perspective may be neglected. This is the reason why the
GCSCC research team opts for a third, blended approach in the analysis of our data, which is
a mixture of deductive and inductive approaches.

After conducting a country review, the data collected during consultations with stakeholders

and the notes taken during the sessions are used to define the stages of maturity for each
factor of the CMM. The GCSCC adopts a blended approach to analyse faquslapa and

uses the indicators of the CMM as our criteria for a deductive analysis. Excerpts that do not
fit into themes are further analysed to identify additional issues that participants might have

raised or to tailor our recommendations.

In several cees while drafting a report, desk research is necessary in order to validate and
verify the results. For example, stakeholders might not be always aware of recent
developments in their country, such as whether the country has signed a convention on
persond data protection. The sources that can provide further information can be the official

government or ministry websites, annual reports of international organisations, university

websites, etc.

For each dimension, recommendations are provided for ribg&t steps to be taken for the
O2dzyGNE (2 SyKIyOS AdGa OFLIOAGED LT I O2dzy i NBC
stage of maturity thenby looking at the CMMthe indicators which will help the country
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move to the next stage can be easilemiified. Recommendations might also arise from
discussions with and between stakeholders.

Using the GCSCC CMM methodology, this report presents results of the cybersecurity capacity
review of Switzerlandand concludes with recommendations as to the nsbeps that might
be considered to improve cybersecurity capacity in the country.
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